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Abstract—Logging network traffic plays a crucial role as it
serves as the foundation for various network applications. As
network scale continues to expand, contemporary network traffic
becomes increasingly high-speed, high-volume, and dynamic. This
growth poses challenges to traditional server-based solutions.
In this paper, we propose TitanLog, a hierarchical and elas-
tic logging system designed specifically for large-scale network
traffic. TitanLog utilizes the hierarchical logging methodology,
which aims to identify the importance of each packet in real-
time and log packet data of different importance at different
levels. To enhance efficiency, we propose a co-design of the
emerging programmable switch and the server, incorporating
sketches and RDMA to boost performance. To achieve elasticity,
we design mechanisms for run-time adjustments and monitoring
for resource insufficiency. TitanLog possesses the capability to
switch between these modes at run-time. We fully implement
TitanLog on a testbed and conduct extensive evaluations. The
experimental results demonstrate that TitanLog supports logging
of 100Gbps traffic with a zero packet loss rate and reduces the
log volume by up to 96.28%.

Keywords—Traffic logging, programmable switch, RDMA.

I. INTRODUCTION

Traffic logs are essential for various network applications,
including intrusion detection [1], [2], traffic replay [3], [4], and
traffic analysis and prediction [5], [6]. These logs play a crucial
role in enhancing network security and optimizing network
performance. For instance, intrusion detection systems (IDS)
rely on logged traffic data to refine their models, which helps
in accurately identifying potential threats and vulnerabilities
within the network. Similarly, traffic replay is useful for restor-
ing and simulating network events, which aids in adjusting and
improving network modules. Traffic analysis and prediction
are important for understanding traffic characteristics like flow
sizes and round-trip time (RTT).

Despite the critical role of traffic logs, recording all net-
work traffic presents challenges. As networks grow in scale,
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they exhibit characteristics of high-speed, high-volume, and
dynamic traffic, which can create significant bottlenecks in
packet processing speed and storage capacity. Given these
challenges, an ideal traffic logging system should record all
useful traffic data rather than simply capturing everything. To
achieve this, we argue that an effective logging system should
be 1) efficient: the system must handle high-speed, high-
volume traffic efficiently; and 2) elastic: the system should
automatically adapt to changes in engineers’ requirements and
the dynamics of network environments.

Existing traffic logging solutions focus primarily on effi-
ciency. They can be classified into two categories. The first
category [7], [8], [9] speeds up the processing of each packet
by minimizing copying and disk accesses. While these methods
improve processing speeds, they do not adequately address the
issue of storage volume, and they still fall short of keeping
up with the rapid flow rates of current high-speed traffic. The
second category [10], [11] aims to reduce the time and storage
costs by truncating or sampling the packet data. However,
these approaches may compromise the availability of necessary
data for some applications, thus failing to meet the elasticity
requirement.

In response to these limitations, we propose TitanLog,
a hierarchical and elastic traffic logging system specifically
designed to manage high-speed, high-volume, and dynamic
network traffic. The key methodology of TitanLog is hierar-
chical logging, whose basic idea is to identify the category
of each packet online and to apply variable levels of data
compression based on the packet’s significance. Hierarchical
logging is based on the following observation: most applica-
tions only require a small portion of each packet or a small
portion of the packets. For instance, traffic replay typically
relies on packet header data, while IDS may need payloads of
anomalous packets. Therefore, by focusing on the essential
data required by applications, hierarchical logging reduces
the unrealistic need to log all traffic and instead targets the
necessary data for effective operation. For example, given that
anomalous traffic typically only constitutes a small fraction of
the total (e.g., around 1% [12]), and packet headers generally
represent a small portion of the total packet size (e.g., about
5% [13], [14]), hierarchical logging can significantly decrease
log volume by fully logging packets identified as anomalous
and logging only the headers for benign traffic.

To realize hierarchical logging, we explore several imple-
mentation approaches. Pure software approaches are highly
flexible but lack the throughput necessary to handle high-
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speed network traffic efficiently. On the other hand, pure
hardware approaches can manage high throughput but offer
limited flexibility, which is crucial for adapting to dynamic
network conditions and varying requirements. An emerging
approach that balances these needs involves programmable
switches, which provide high throughput alongside a degree
of flexibility. However, programmable switches typically lack
disk storage capabilities. Given these considerations, we opt
for a switch-server co-design approach to implement TitanLog.
This hybrid strategy leverages the high-throughput capabilities
of programmable switches for the initial classification of
packets – a process that requires rapid processing to keep pace
with incoming traffic flow. The classified data is then managed
through a combination of switch and server operations. This
setup not only supports the high-speed requirements but also
incorporates the flexibility needed to adapt storage and pro-
cessing based on current network demands and the specific
data relevance determined by hierarchical logging.

TitanLog is functionally segmented into three modules that
collectively enhance both the efficiency and elasticity of the
traffic logging process.
• Packet classifier employs a random forest (RF) within

the switch data plane, enabling rapid and efficient packet
classification. To enhance the feature extraction capabilities
traditionally limited in hardware-based solutions, TitanLog
incorporates sketches, a class of compact data structures
that are adept at capturing detailed flow features with high
accuracy while using minimal resources.

• Packet data recorder deploys RDMA (Remote Direct
Memory Access) protocol on the programmable switch to
enable direct and rapid data transfer to the server, bypassing
traditional network stack bottlenecks. Additionally, a batch-
based storage mechanism is designed to optimize the log-
ging process, significantly reducing the frequency of disk
accesses, thus enhancing overall storage performance.

• Adaptive logging manager ensures that TitanLog remains
responsive to varying application demands and dynamic
network conditions. This module offers multiple logging
granularities and modes, enabling TitanLog to adapt dy-
namically to changes without requiring re-compilation. For
instance, in scenarios where disk space is at a premium,
TitanLog can switch to log-sampled mode, which logs only
a subset of benign packets at a reduced granularity, thus
conservatively managing disk usage. TitanLog also employs
feedback mechanisms to monitor resource utilization and
dynamically adjust logging modes based on current condi-
tions to prevent data loss and ensure efficient resource use.
We fully implement TitanLog on our testbed and conduct

extensive evaluations to assess its performance. The experi-
mental results demonstrate that TitanLog reduces the volume
of traffic logs by up to 96.28%, when handling high-speed
traffic at 100Gbps.

In summary, we make the following contributions in this
paper:
• We propose the methodology of hierarchical logging.

We observe that most applications pay attention to a small
portion of each packet or a small portion of packets. Based

on this observation, we propose hierarchical logging, whose
basic idea is to log packets of different categories at different
granularities.

• We present TitanLog to realize hierarchical logging. We
present TitanLog as a concrete implementation of hierar-
chical logging. We use the emerging programmable switch
and the RDMA protocol to address the challenge in time
overhead.

• We design mechanisms to make TitanLog elastic. We
integrate multiple logging granularities and modes to ensure
that TitanLog remains adaptable to diverse network environ-
ments and hardware capabilities. We also develop mecha-
nisms to detect resource insufficiency, allowing TitanLog to
automatically adjust to traffic dynamics.

• We conduct real implementation and extensive evalu-
ations. We fully implement TitanLog on our testbed and
conduct evaluations on it. The experimental results show
that TitanLog can manage traffic at 100Gbps while reducing
logging volume significantly. All related code is provided
open-source at GitHub 1.

II. BACKGROUND AND MOTIVATION

In this section, we first illustrate the requirements in traffic
logging systems. Then we explain why hierarchical logging is
needed for satisfying the requirements.

A. Requirements
We outline the requirements of TitanLog as follows.

• [R1] Efficiency. The system should handle high-speed,
high-volume network traffic efficiently, addressing bottle-
necks in both time and space dimensions. In the time di-
mension, traditional software-based solutions struggle with
the speed of today’s network traffic. The packet processing
speed of a single-core CPU is typically in the range of Mpps
(million packets per second), whereas today’s network traffic
often reaches levels of 100Mpps or even Gpps (giga packets
per second). To handle such high-speed traffic, a server
with many CPU cores or a cluster is required, significantly
increasing the cost of logging. In the space dimension, the
volume of network traffic can far exceed the capacity of disk
storage. For instance, a 100TB disk can only store about 2
hours of 100Gbps traffic. The system should ensure that
only relevant data is stored, making it both effective and
economical.

• [R2] Elasticity. The system should be elastic to adapt
to the changing demands of engineers and the dynamics
of network environments. It should quickly respond to
these changes, satisfying all specified requirements while
addressing variations in network traffic that occur over time.
For instance, traffic typically increases during the day and
decreases at night [15], [16], and unforeseen events such as
DoS attacks can cause sudden bursts in traffic, significantly
increasing the number of incoming packets within a short
period. The ability to sense and respond to such dynamics
in real-time is crucial for maintaining the relevance and
effectiveness of the logging system.

1https://github.com/TitanLog/TitanLog

https://github.com/TitanLog/TitanLog
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B. The Need for Hierarchical Logging

TitanLog utilizes a classification-based hierarchical logging
approach, which classifies network packets based on the re-
quirements of different network applications, and logs each
category at its corresponding granularity. We make several
observations regarding network traffic:

1) Although network attacks can significantly degrade network
quality, attack traffic comprises a much smaller proportion
of packets than benign traffic. Miao et al. study attack
characteristics in cloud networks, revealing that the median
attack throughput is merely about 1% of the total traffic.
Furthermore, both inbound and outbound attacks typically
have short durations, with a median value of less than 10
minutes [12].

2) Packet headers constitute only a minor fraction of the entire
packet data. The average packet size is around 700B to 1KB
[13], [14], with a TCP/IP header taking up 40B, or 4% to
6% of the total packet length.

3) Most applications pay attention to a small fraction of
packet data, such as packet headers or anomalous flows.
For instance, application identification and traffic replay
focus on logging packet headers; IDS necessitates logging
both headers and payloads of (suspected) attack packets.
Assuming anomalous packets constitute 1% of all packets
and packet headers account for 5% of the packet length,
the combined data from anomalous packets and headers of
benign packets amounts to just 5.95% of all packet data.

In light of these observations, we propose hierarchical
logging. Based on the application demands, we divide the
packets into multiple categories, and log them at differentiated
levels based on their respective categories. The logging level
of the packets is the intersection of the data needs of all
applications. Take two applications – intrusion detection and
traffic replay – as an example. In this scenario, the packets are
classified into two categories: anomalous packets and benign
packets. The system maintains full logs – including headers
and payloads – for anomalous packets, while it only logs
packet headers for benign traffic. Hierarchical logging can also
be realized with other logging levels. We will discuss them in
Section VI-A.

Hierarchical logging predominantly addresses space over-
head. However, implementing it directly on a CPU server still
faces the time bottleneck. Therefore, we opt to implement
hierarchical logging with a switch-server co-design, offloading
high-speed operations to the programmable switch. We choose
programmable switches rather than programmable NICs or
NetFPGAs as the logging location primarily due to their sig-
nificantly higher throughput and lower cost [17], [18], which
are achieved at the expense of some programming flexibility.

III. TITANLOG OVERVIEW

In this section, we first discuss the challenges in implement-
ing TitanLog and our design choices. Then we overview the
workflow of TitanLog.

A. Challenges and Design Choices

Challenge 1: Hardware limitations of the data plane. To
maintain high speed, the data plane does not support complex
operations like division, floating-point arithmetic, and loops.
This presents difficulties in deploying most classification mod-
els. Moreover, the memory in the switch data plane is typically
limited (e.g., ∼10MB). Given the high rate of network traffic
and the sheer volume of concurrent flows (e.g., 100k), hash
collision is inevitable, leading to data loss and large error.
Design Choice 1: Deploying a random forest (RF) and
sketches for in-network classification. To overcome the
aforementioned bottlenecks, we choose to use an RF as the
classifier. The structure of the RF well fits the pipeline archi-
tecture of the programmable switch: each layer in the RF maps
to one stage in the switch data plane. For feature extraction,
we observe that small error is acceptable. It is impossible
to achieve full accuracy during classification: 1) Even the
most sophisticated models cannot guarantee full accuracy. 2)
Initial packets of a flow offer limited information. For example,
determining a flow’s total length based solely on its first few
packets is impossible. To this end, we advocate the use of
sketches, a class of compact data structures perfectly suited
for deployment on programmable switches. These allow us
to extract features with small error. We classify commonly-
used per-flow features into 4 categories, and design different
sketches based on their attributes. We also present a novel
approach to maintain and estimate average features.
Challenge 2: Slow per-packet storage with CPU. Storing
each arriving packet directly to the storage system via CPU
presents two main limitations. First, it demands per-packet
processing by the CPU. As highlighted in challenge 1, this
creates a throughput bottleneck. Second, it leads to frequent
disk accesses. Writing multiple small files to the disk is much
slower than writing a single large file of the same size, because
the former introduces excessive file operations.
Design Choice 2: Deploying RDMA protocol in the pro-
grammable switch. RDMA stands as a rising technique in
the network and database fields. By adopting RDMA, we
can sidestep CPU involvement when writing data to server
memory. Therefore, we design the packet data storage in two
steps: 1) writing the packet data to server memory using
RDMA; 2) storing the data to the storage system in batches. In
the first step, we choose to implement the RoCE (RDMA over
Converged Ethernet) protocol [19], [20] on the switch to elim-
inate the need for RDMA-specific hardware. We implement
only essential functions for RDMA write messages on the data
plane. For other functions (e.g., establishing RDMA connec-
tions), we implement them on the switch control plane. Given
the limitation that current programmable switches cannot parse
variable-length data, we design a packet splitting mechanism.
This splits packets into segments of appropriate length. In the
second step, we design a switch-side triggering mechanism
to store the data to the storage system. This design helps
circumvent potential memory scanning operations that might
occur with server-side triggering mechanisms. Throughout the
logging process, the CPU is mainly active when writing data
to disks.
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Figure 1. TitanLog overview and workflow.

Challenge 3: Complexity and risk in compile-time updates.
Existing work [21] points out that deploying and updating
modules at compile-time is complex and time-consuming.
Compiling and refreshing often result in downtime and packet
loss. To avoid this potential risk, operators must perform a
series of operations, such as traffic draining and rerouting.
Design choice 3: Presetting log granularities and modes for
run-time updates. TitanLog presets multiple log granularities.
It uses a match-action table to map each type of packet to a
granularity. The granularity mapping can be changed without
shutting down the system by modifying table entries during
runtime. We also analyze potential resource bottlenecks in
TitanLog and propose methods to sense and address them
when the network environment changes.

B. Workflow

TitanLog is designed to be deployed in a bypass config-
uration at the network ingress, meaning that it uses dedi-
cated network devices and links for logging purposes, without
sharing bandwidth or link capacity with production traffic.
Incoming traffic is mirrored via a commercial switch, with the
mirrored packets being forwarded to TitanLog. As shown in
Figure 1, TitanLog is architecturally composed of three main
components: a programmable switch, a lightweight relay server
equipped with reduced CPU and memory resources, and a
storage system equipped with multiple remote disks. TitanLog
operates across three modules: the packet classifier, packet
data recorder, and adaptive logging manager. TitanLog requires
operators to provide two key inputs: 1) Classifier model.
A pre-trained RF loaded into the control plane to populate
the data plane’s packet classifier logic. 2) Logging policy.
Rules specifying traffic class-to-logging granularity mappings,
managed by the adaptive logging manager and updatable at
runtime.
Packet classifier. This module operates on the data plane of the
programmable switch. TitanLog employs sketches to extract
flow-level features and utilizes an RF for in-network packet
classification. The RF is initially trained on the server and
then coded into switch data plane. For each feature that the RF

necessitates, a unique sketch is designed and deployed based
on the attribute of the features. To ensure the accuracy of the
sketches, TitanLog extracts the features within a constant time
window (e.g., 10ms), i.e., the sketches are cleared after every
time window. For each arriving packet, TitanLog inserts it into
sketches sequentially, queries for approximate features, and
records the results in metadata. Then TitanLog classifies the
packet with the RF, determines its logging level, and records
the outcome within the metadata.

Packet data recorder. This module involves collaboration
between the programmable switch, the relay server, and the
storage system. TitanLog establishes an RDMA connection
between the switch control plane and the server, with only es-
sential metadata retained on the data plane. When transmitting
a packet, the switch data plane encapsulates it as an RDMA
write message and sends it to the server, which writes the
data to a memory buffer in sequence. Due to programmable
switches’ limitations in parsing variable-length payloads and
appending fields at arbitrary positions, TitanLog leverages a
packet splitting mechanism, fragmenting packets into fixed-
size segments suitable for RDMA transmission. Additionally,
TitanLog employs a switch-side triggering mechanism to man-
age data storage: it monitors the total length of transmitted
data, and if this exceeds a preset threshold, indicating a nearly
full memory buffer, it writes the buffered data to disk, clears
the buffer, and resets the total length counter.

Adaptive logging manager. This module is responsive to
changes in logging requirements from engineers and resource
insufficiency detected automatically. TitanLog presets various
log granularities and modes on switch data plane. When en-
gineers adjust logging requirements, the control plane updates
the logging rules via the switch API. TitanLog continuously
monitors disk capacity, mirror bandwidth, and RDMA packet
loss on both the server and switch. It automatically issues alerts
when resources are insufficient. Following an alert, TitanLog
adjusts the logging rules as needed and notifies these changes
to the engineers.
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IV. PACKET CLASSIFIER

In this section, we introduce the first module of TitanLog,
the packet classifier. We start by presenting our sketch-based
solution for feature extraction, followed by the approach for
deploying random forests (RF) in the switch data plane.

A. Features Extraction

Feature extraction is the basis of in-network classifica-
tion. For each arriving packet, its features can be classified
into two categories. 1) Packet-level features: referring to
the features carried by each individual single packet, e.g.,
source/destination port, protocol, TCP flags,
packet length, etc. The packet-level features can be sim-
ply extracted by parsing the packet header. 2) Flow-level
features: referring to the statistical features of the flow to
which the packet belongs, e.g., packet number, average
packet length, etc. Flow-level features require mainte-
nance on the switch.

As shown in Table I, the flow-level features can be classified
into 4 categories: sum, maximum/minimum (max/min), aver-
age (avg), and variance (var). We deploy sketches on the switch
to maintain flow-level features. We discuss how to perform the
extraction of these features as follows.

Table I. EXAMPLES OF PER-FLOW FEATURES.

Features Attributes
Packet number

SumTotal packet size
Total IPD
Packet size max

Maximum/MinimumPacket size min
IPD max
IPD min
Average packet size AverageAverage IPD
Packet size variance VarianceIPD variance

Sum and maximum/minimum features: To track sum and
extreme values efficiently, we extend ElasticSketch [22], which
originally partitions flows into heavy and light buckets for
efficient tracking. However, the original ElasticSketch design
does not support simultaneous tracking of multiple flow at-
tributes and uses an approximate structure (Count-Min sketch)
unsuitable for our scenario where accurate flow-level metrics
are critical.

To address these limitations, TitanLog adopts only the heavy
part of ElasticSketch and extends each bucket to include
multiple attribute counters for different flow features, such as
cumulative packet size (sum), and the maximum and minimum
packet sizes observed. Upon receiving a packet, TitanLog com-
putes its hash to identify the corresponding bucket, proceeding
with the following logic:
• If the bucket is empty or matches the incoming flow ID,

TitanLog directly updates all relevant attribute counters.
• If the bucket is occupied by a different flow, TitanLog

decides whether to replace the existing entry based on a
predefined replacement criterion.

Average and variance features: The average features can
be regarded as the quotient of two features. For exam-
ple, average packet size is the quotient of total
packet size and packet number. Therefore, we main-
tain these two sum features and approximately compute the
average feature each time.

However, we cannot directly compute the quotient on the
programmable switch. Fortunately, we do not need to know
the exact value of the feature, but only whether it satisfies the
condition. In an RF, the condition is usually in the form of
α
β < C, or α

β > C (C is a constant). Take α
β < C as an

example. The condition is equivalent to α < C · β. In order
to compute C · β, a straightforward approach is to store all
possible results in an exact match-action table. During each
computation, we look up the table for the result, and compare
it with α. However, when the possible range of β (denoted as
B) is large, we must build a large table, which may take up
too much memory.

To overcome the above limitation, we propose an approx-
imate approach with error guarantees. Instead of the exact
match-action table used in the straightforward approach, we
use a range match-action table. The range of the i-th entry
is [⌊(1 + 2δ)i⌋, ⌊(1 + 2δ)i+1⌋), and the result is ⌊C · (1 +
δ)(1 + 2δ)i⌋. This approach guarantees the relative error of
the result in δ, while the number of entries is reduced from
B to log1+2δ B. When B = 220, the number of entries in
approximate approach is around 700, which is much less than
that in the straightforward approach (1M).

Since the key length of range match-action table is limited
to 16 bits in Tofino switches, we use two match-action tables
of 16-bit keys, one for small keys (named low table) and
one for large keys (named high table), instead of using one
match-action table of 32-bit keys. For a 32-bit integer β, when
computing C ·β, we first compare β with 216. If β < 216, we
look up the low table for result; Otherwise, we take the high
16 bits of β as the key and look up the high table for result.

Variance computation requires calculating quadratic sums
(α2), which are resource-intensive for programmable switches.
Hence, TitanLog adopts NetBeacon’s [23] approximate
quadratic computation method, significantly reducing resource
utilization while maintaining acceptable accuracy.

B. In-network Random Forest
TitanLog leverages random forests (RF) as the in-network

classifier, utilizing lightweight and easily computable features
with thresholds determined through offline training on real-
world labeled datasets. This ensures rapid packet classification
at line rate and precise assignment to appropriate logging
granularities.
Training: The RF model is trained offline on a server using
real-world labeled datasets. A key challenge in designing such
a classifier is the inherent instability of flow-level features
during a flow’s initial phase. For example, a naive classifier
relying on a simple threshold (e.g., flow_size ⩽ 100MTU)
would incorrectly classify the initial packets of all long-lived
flows. To overcome this fundamental challenge, our training
methodology is specifically designed to handle these dynamics.
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Instead of using a dataset of summarized, completed flows,
TitanLog’s training data is constructed from feature snapshots
captured from the switch’s perspective upon the arrival of
each individual packet. This approach ensures the model is
extensively trained on data from these early, feature-unstable
stages, learning to make robust inferences by considering
the holistic combination of all available features rather than
over-relying on any single volatile metric. To further enhance
accuracy, we assign higher weights to anomalous packets
during training to minimize false negatives.
Implementation on data plane: TitanLog’s implementation
follows the design framework proposed by NetBeacon [23],
known for its efficiency and suitability for programmable
switches. This approach selects hardware-compatible features
and defines criteria and thresholds via offline training. Titan-
Log differentiates itself from NetBeacon by primarily using
flow-level RF predictions, with packet-level predictions only
employed when corresponding flow-level data from sketches
is unavailable (typically for small flows).

V. PACKET DATA RECORDER

In this section, we present the second phase of TitanLog,
namely the packet data recorder. We first present how TitanLog
implements the RDMA protocol with the programmable switch
and the server. Then we propose how TitanLog splits large
packets into appropriate sizes for RDMA encapsulation. After
that, we propose how the three components work together for
high-throughput disk storage.

A. RDMA Encapsulation
To address the lack of inherent support for the RDMA

protocol in current programmable switches, we establish an
RDMA connection between the switch’s data plane and the
relay server before the logging process begins. Specifically,
we present the following server-switch co-design.
Server design: In line with many existing efforts [24], [18],
we opt to deploy the RoCE (RDMA over Converged Ethernet)
protocol [19], [20] on an Ethernet programmable switch. When
encapsulating a packet with an RDMA header, the switch
data plane requires RDMA connection metadata from the
server, including queue pair number (QPN), virtual
address (VA), and remote key (RK). However, these
three fields cannot be directly obtained on the data plane.
To address this, we establish a reliable RDMA connection
between the switch control plane and the server, allowing us
to record the necessary metadata. The server creates a local
queue pair (QP), uses the QP to request a memory region
(MR) in local memory, and obtains VA and RK for this MR.
Subsequently, the server sends QPN, VA, and RK to the switch
control plane using an RDMA send operation. The control
plane receives these fields through RDMA receive operation,
and writes them to a match-action table on the data plane via
switch API.
Switch design: When encapsulating a packet with an RDMA
header, TitanLog fills the QPN, VA, and RK fields in the header
with the pre-recorded data from the match-action table. Addi-
tionally, there are two more fields that need to be populated
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Figure 2. RDMA encapsulation and packet splitting.

based on the cumulative packet count and length: packet
sequence number (PSN) and address offset (AO).
These fields require dynamic maintenance on the data plane.
To achieve this, we use a register to store PSN for the RDMA
connection. For each transmitted packet, TitanLog populates
this register value into the RDMA header, and then increments
it by 1. Similarly, we utilize another register to maintain AO
and update it according to the packet length.

B. Packet Splitting
There are two hardware limitations in encapsulating the

packet data into RDMA message. First, current programmable
switches do not support adding fields to the end of the packet.
Therefore, it becomes challenging to include the CRC check-
sum, which is typically located at the end of the entire RDMA
packet. Second, current switches can only parse constant-
length fields with a limitation of about 200B, while packets can
be large (e.g., 1500B). To overcome these limitations, our main
approach is to split the payload of the packets into multiple
segments, each with a size less than 128B, and encapsulate
each segment as a separate RDMA write message.

For each transmitted packet, in the ingress pipeline, Titan-
Log mirrors it, and marks one of the mirrored packets with a
mirror flag. Then, in the egress pipeline, TitanLog parses the
IP header of the packet and breaks down the total_len field
into 8 sub-fields: total_len[15 : 0] = total_len[15 :
7] : total_len[6 : 6] : · · · : total_len[0 : 0]. Based
on these 8 sub-fields, TitanLog determines the length of the
segment that needs to be split. If total_len[15 : 7] ̸= 0, in-
dicating that the payload length exceeds 128B, TitanLog splits
the first 128B of the payload as the payload of the split segment
(in the form of a packet header). Specifically, for packets
without the mirror flag, TitanLog sets the total_len field
to 128B, encapsulates the headers and the split payload as an
RDMA packet, adds the CRC checksum field to the end of
the packet, and then forwards the encapsulated packet to the
server. For packets with the mirror flag, TitanLog removes
the first 128B from the payload, subtracts total_len by
128B, deparses the packet, and recirculates it through the
recirculation port to the ingress pipeline for further splitting
process. Note that the recirculated packets bypass the classifier
(i.e., sketches and the RF).
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If total_len[15 : 7] = 0, indicating that the payload
length is less than 128B, TitanLog proceeds to check whether
the total_len[6 : 6] field is 0. If it is not 0 (indicating that
the payload length exceeds 64B), TitanLog splits the first 64B
of the payload as the payload of the segment. The splitting
process is similar to that of splitting a 128B segment. Other-
wise, TitanLog continues to check the total_len fields and
split the packet, until total_len[0 : 0] = 0. For example,
consider a packet with a 1480B payload. With this approach,
the packet will be split into 13 segments: 11 128B segments,
a 64B segment, and an 8B segment. This approach also
addresses the problem of the encapsulated packet exceeding
the MTU limitation.
Overhead analysis: Under typical conditions with an MTU
of 1500B, a packet may be split into at most 16 segments: up
to 11 128B segments, a 64B segment, a 32B segment, a 16B
segment, an 8B segment, and a 4B segment. Since packets are
typically aligned to 4B, segments smaller than 4B are usually
unnecessary. Consequently, each packet requiring full logging
could incur additional overhead for up to 15 segment headers,
resulting in an overhead of approximately 600B for TCP
packets. We experimentally measured this overhead (see Figure
4). Results demonstrate that the logging volume approximately
doubles for anomalous traffic. Considering typical packet sizes
range from 700 to 1000B, this finding aligns well with our
analytical expectations.

Fortunately, in most scenarios, anomalous traffic constitutes
a small proportion of total traffic, and thus this overhead
remains small compared to the storage savings achieved for
benign traffic. However, in extreme scenarios where anomalous
traffic exceeds 50% of the total volume, logging full-packet
becomes challenging. To address this, we propose mechanisms
in Section VI to detect when the log volume exceeds manage-
able limits and offer various logging granularity adjustments
to handle such situations effectively.

C. Data Storage
To store packet data from the server to disks, we use a

commercial storage system, and design a mechanism to store
data in the form of batches. The storage system comprises
multiple smartNICs and remote disks. Each smartNIC is con-
nected to the relay server and several disks. Leveraging the
NVMe-oF protocol, the storage system enables writing data
from the server to remote disks as if they were local disks,
ensuring efficient and fast data storage.

We employ a switch-side triggering mechanism for data
storage in TitanLog. As a reminder, TitanLog directly writes
packet data to the server memory using RDMA write mes-
sages. The server’s CPU is not involved in this process, which
means the server cannot directly sense the volume of data
being logged in its memory.

The switch-side triggering mechanism works as follows. We
virtually divide the memory buffer (memory region in the
RDMA context) on the server into two blocks. Let M rep-
resent the total buffer size (e.g., 16GB). The offsets of the two
blocks are

[
0, M

2

)
and

[M
2 ,M

)
, respectively. On the switch

data plane, when address offset (AO) approaches the end

of one block (i.e., AO ⩾ M
2 − MTU, or AO ⩾ M − MTU),

TitanLog recognizes that this memory block is nearly full, and
switches to writing to the other memory block. Specifically, the
data plane sends a block-full message to the control plane
through the switch API, and then sets AO to the beginning of
the other block (i.e., M

2 or 0). The control plane receives the
block-full message and forwards it to the server via a TCP
connection. Upon receiving the message, the server writes the
full block to the storage system (using multiple threads), and
then clears the block. This mechanism ensures that very little
space is wasted (less than one MTU per block).

VI. ADAPTIVE LOGGING MANAGER

In this section, we present our design that provides elas-
ticity. We first present the logging granularities and modes
of TitanLog. Then we show how TitanLog senses resource
insufficiency to switch between logging modes during network
dynamics.

A. Logging Granularities and Modes
As mentioned earlier, TitanLog logs packet data at different

levels. We call these log levels log granularities. In the
previous sections, we mainly focus on two log granularities,
i.e., logging both headers and payloads, and logging only
headers to reduce disk overhead. Through our implementation,
we find that besides disk capacity, two additional resources can
potentially become bottlenecks: mirror bandwidth and RDMA
throughput. Consequently, we propose two more granularities
to mitigate these bottlenecks. The complete list of log granu-
larities is provided below.
• Full logging: Logging all headers and payload of packets.

In this granularity, TitanLog splits the packet, encapsulates
it as RDMA messages following the method described in
Section V-B, and sends them to the server for storage.

• Header-only logging: Discarding the payload and logging
only the packet headers. In this granularity, TitanLog en-
capsulates the packet headers as an RDMA message and
sends it to the server. With header-only logging, we can
reduce the log volume to match the disk capacity.

• Partial-load logging: Logging all packet headers and partial
payload (e.g., 128B or 256B), discarding the remaining
payload. Partial-load logging can preserve some important
information in the packet, for example, the application
layer protocol. Partial-load logging can be implemented
by modifying the process of packet splitting. Take 128B
splitting as an example. If total_len[15 : 7] is not 0
(i.e., the packet length is larger than 128B), TitanLog still
splits the first 128B from the payload, encapsulates it as an
RDMA write message, and transmits it. The main difference
is that TitanLog does not mirror the rest of the payload, but
simply discards it. If total_len[15 : 7] is 0 (i.e., the
packet length is smaller than 128B), TitanLog performs the
same process as Section V-B. With partial-load logging, we
can reduce the number of mirrors to accommodate the mirror
bandwidth.

• Sampled logging: On the basis of the above logging gran-
ularities, we can further sample the packets for logging. In
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Table II. RECOMMENDED LOGGING MODES.

Mode Log resolution DescriptionAnomalous flow Benign flow
Default mode Full logging Header-only Default mode to realize hierarchical logging.
Log-all mode Full logging Full logging Used to log all data when serious failure occurs.
Log-partial mode Partial-load Header-only Used when mirror bandwidth is insufficient.

Log-sampled mode Full logging Sampled header-only Used when RDMA throughput is insufficient, or to
reduce log volume when disk capacity is insufficient.

Log-minimum mode Partial-load Sampled header-only Used to minimize log volume.

this granularity, TitanLog only logs the data of the sampled
packets. For other packets, TitanLog discards them directly.
Users can also configure the sampling ratio through switch
API according to the traffic volume. Sampled logging can
preserve the traffic distribution. This is also the minimum
granularity that preserves the per-flow information. With
sampled logging, we can reduce the number of the packets
transmitted to the server to match the RDMA throughput.
Sampled logging can also reduce log volume to match the
disk capacity.
The four logging granularities are widely used in network

logging applications. Notably, both the sampled logging and
partial-load logging modes offer flexible configuration options.
By adjusting the sampling ratio in the sampled logging mode
and the truncation length in the partial-load logging mode,
users can effectively fine-tune the granularity of the logs. This
flexibility enables the system to record more detailed logs
when finer granularity is needed, or to reduce the logging
overhead in resource-constrained scenarios. Such dynamic
adjustment capabilities not only accommodate the primary use
cases discussed in this work but also extend the applicability
of TitanLog to a broader range of network monitoring and
analysis tasks.

Based on the above log granularities, we provide several rec-
ommended logging modes (see Table II) for different network
environments and hardware support. Network operators can
also configure other modes as needed. To realize the logging
modes, we add a table between the two phases to match each
packet category to a logging granularity. TitanLog can switch
modes fast and flexibly by reconfiguring the table through
switch API rather than re-compiling.

B. Sense and Respond to Resource Insufficiency
Insufficiency in disk capacity: TitanLog senses remaining
disk size on the server. Specifically, we maintain a global
counter on the relay server, which records the cumulative size
of data written to disks. Each time the relay server writes
buffered logs to the storage system, it increases this counter
accordingly and then checks whether the remaining available
disk space (total disk capacity minus the counter) is below a
predefined threshold (e.g., 5% of the total disk capacity). If
the remaining disk size falls below a pre-defined threshold,
TitanLog warns that it is suffering from the bottleneck of disk
capacity. There are two ways to handle this situation. First, the
operators can switch TitanLog to log-sampled mode to reduce
log volume. Second, if the disk insufficiency is due to the
arrival of a traffic burst, we can overwrite unimportant data.
This may cause a slight data loss, which is acceptable.

Insufficiency in mirror bandwidth: One reason for the insuf-
ficiency in mirror bandwidth is that in large packet splitting,
TitanLog mirrors the large packets multiple times, resulting in
data amplification. This insufficiency may cause packet loss in
the switch pipeline.

In order to detect the insufficiency in mirror bandwidth,
we maintain a counter on the switch data plane to record the
amount of mirror data. When splitting a packet, we increase
the counter by the length of the mirror packet. Every second,
the switch control plane reads and resets the counter. If it
exceeds the threshold, TitanLog warns that it is suffering from
insufficiency in mirror bandwidth, and switches to log-partial
mode.
Insufficiency in RDMA throughput: Packet loss may occur
when the server receives too many RDMA messages. We use
the reliable RDMA protocol to transmit packet data between
the programmable switch and the server. When the server
receives an RDMA message, it sends an RDMA ACK message
to the programmable data plane. If a packet loss occurs,
the server sends an RDMA NACK message and waits for
retransmission. The server will drop all other packets until
receiving the first lost packet. Therefore, it is important to
sense and recover RDMA packet loss in time.

Fortunately, in log systems, slight packet loss in a very short
period is acceptable, because it has almost no effect on analysis
performance. In order to detect and handle packet loss caused
by RDMA throughput bottleneck in time, TitanLog moni-
tors RDMA NACK messages on the programmable switch.
Specifically, TitanLog parses RDMA responses on the switch
data plane and checks whether there is a NACK message.
TitanLog uses a bit on the data plane to record the receipt of
the NACK packet. At the same time, the control plane reads
this bit periodically (e.g., 1ms). When the bit is set to 1, the
control plane reconfigures relevant counters (PSN and AO) to
resume RDMA transmissions if it finds that it has received
NACK packets. Meanwhile, TitanLog warns that it is suffering
from insufficiency in RDMA throughput, and switches to log-
sampled mode. Note that with this mechanism, there is still
packet loss in the 1ms.
Insufficiency in switch queue buffer: Under bursty traffic,
the switch buffer may become full, resulting in packet loss.
To handle this issue, TitanLog periodically monitors queue
congestion status using a congestion flag maintained by the
switch data plane. Specifically, when the packet queue length
on the programmable switch exceeds a predefined threshold,
TitanLog sets this congestion flag to indicate potential buffer
overflow. The switch control plane periodically reads and
resets this flag. If congestion is detected, TitanLog triggers an
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alert indicating the switch queue buffer is experiencing high
occupancy. In response, TitanLog automatically switches to
log-sampled mode, thereby proactively mitigating the risk of
packet loss due to queue overflow.

VII. IMPLEMENTATION

Switch data plane: We implement TitanLog’s data plane
design in P4 [25] and compile it to the Tofino switch [26]. The
data plane implementation consists of three parts. For sketches
and the RF, we implement them in the ingress pipeline. For
packet splitting, we implement the mirror operation in the
ingress pipeline, and the split operation in the egress. The RF
consists of 3 7-layer decision trees. The sketch consists of two
layers, each consisting of 216 buckets. We use 32-bit registers
to extract the sum of packet length and IPD. For other features,
we use 16-bit registers to conserve SRAM resources.

The resource usage on the switch data plane is shown in
Table III. TitanLog consumes SALUs the most, at 85.42%.
This is because TitanLog deploys multiple sketches for feature
extraction, all of which require SALUs to access memory.
SRAM is another heavily consumed resource. This is because
we want the sketches to be as large as possible in order to
accurately extract features and classify flows. We consider this
acceptable: TitanLog is dedicated to logging network traffic,
so it can monopolize all resources.

Table III. RESOURCE USAGE ON THE TOFINO SWITCH.

Resource Usage Percentage
Exact Match Input xbar 303 19.73%
Ternary Match Input xbar 4 0.51%
Hash Bit 797 15.97%
SRAM 233 24.27%
Map RAM 214 37.15%
TCAM 1 0.35%
VLIW Instr 57 14.84%
Stats ALU 41 85.42%

Switch control plane and server: We implement the switch
control plane in Python and C++. It manages the switch data
plane (e.g., clearing and reading registers) through a run-time
API generated by the P4 compiler. We use C++ to implement
the server design. We establish two connections between the
server and the control plane: an RDMA reliable connection
for acquiring RDMA metadata, and a TCP connection for
transmitting the block-full message.

VIII. EXPERIMENTAL RESULTS

We fully implement TitanLog on our testbed and conduct
extensive experiments to investigate the following key ques-
tions:
• What is the accuracy of our in-network classifier in

classifying packets? We validate the effectiveness of the
classifier in packet classification, verify the accuracy of
the sketch algorithm in obtaining per-packet features, and
demonstrate that the in-network classifier can classify pack-
ets with extremely high accuracy (§VIII-B).

• How much traffic can we reduce through our data plane
TitanLog? We validate that for five datasets with different
traffic distributions, by using TitanLog in the data plane, we

can significantly reduce the bandwidth and packet rate of
traffic passing through the switch. We also assess the impact
of these mechanisms on the bandwidth and packet rate of
anomalous traffic both inside and outside the data plane,
and verify that the additional cost is entirely acceptable
(§VIII-C).

• Can we easily record traffic using relay servers and stor-
age systems? We demonstrate the real-time CPU workload
of the relay server during the entire operation of TitanLog
and the time taken for various tasks such as writing to disk,
creating the new file, etc., and verify that even a server with
weak CPU is completely sufficient for processing (§VIII-D).

A. Experiment Setup
Testbed setup: The testbed consists of a Tofino programmable
switch, two servers (each with 24 CPUs and 32GB of mem-
ory), and a storage system with 4 1TB disks. The servers
and the switch control plane are equipped with Mellanox
ConnectX-5 NIC to support RDMA protocol. We use one
server, with the switch and the storage system, to build
a TitanLog prototype. All three components are connected
through 100Gbps cables. We use the other server as a traffic
sender. The sender is connected to the programmable switch
data plane through 100Gbps cables.
Traces: We use the CIC-IDS2017 datasets [27]. The dataset
contains benign and the most up-to-date common attacks,
which resembles the true real-world data. There are 5 traces
in the dataset. The trace from Monday consists exclusively
of benign traffic, while the other traces comprise a mixture
of benign traffic and various types of attacks, each exhibiting
distinct traffic distributions. We list the detailed information
of the traces under 100Gbps in Table IV. For other input
bandwidths, the ratio of anomalous bandwidth to packet rate
is the same, though the absolute values vary.

We use the DPDK [28] driver to replay the traces and vary
the bandwidth. For bandwidth less than 70Gbps, we send the
packets in sequence with a single thread. For bandwidth more
than 80Gbps, we divide each trace into 8 sub-traces with equal
length, and send the 8 sub-traces with 8 threads/queues simul-
taneously. The packets in each sub-trace are sent in sequence.
We repeatedly replay the datasets to generate continuous high-
speed traffic, ensuring that TitanLog’s capability to handle
sustained high-volume network traffic is effectively evaluated.

B. Evaluation on In-network Classification
In this section, we evaluate the accuracy of the sketch as well

as the performance of the in-network classifier of TitanLog.
The accuracy of the sketch (Table V): We evaluate the
accuracy of the sketches in obtaining 5 different flow-level
features. The experimental results show that the sketches
achieve ARE (average relative error) of 1e-2, 2e-4, 4e-3,
4e-4, and 6.83. We observe that the sketch achieves high
accuracy when estimating the feature size avg. This is
because the errors from estimating size sum and packet
count accumulate simultaneously, thus effectively canceling
each other out and reducing the overall estimation error of
size avg. Conversely, the sketch has the lowest accuracy
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Table IV. STATISTICAL INFORMATION OF THE DATASET UNDER 100GBPS.

Trace max # active flows (k) Packet rate (Mpps) Bandwidth (Gbps)
Total Anomalous Ratio (%) Anomalous Ratio (%)

Monday (W1) 33.356 15.214 0 0 0 0
Tuesday (W2) 30.865 14.694 0.344 2.344 0.153 0.153
Wednesday (W3) 32.711 14.418 2.551 17.695 16.621 16.621
Thursday (W4) 58.638 15.856 0.163 1.029 0.348 0.348
Friday (W5) 295.509 15.986 2.135 13.353 12.039 12.039

Table V. ARE OF SKETCH ALGORITHMS.

W1 W2 W3 W4 W5
Size sum 2e-2 3e-2 1e-2 6e-3 7e-3
Size max 6e-5 4e-5 6e-5 4e-5 1e-3
Size min 9e-4 4e-4 8e-4 1e-2 1e-2
Size avg 7e-5 2e-5 3e-5 4e-4 1e-3
Size var 1.36 1.64 1.19 1.88 28.1

when estimating the feature size var. This is primarily
due to the considerable errors introduced by approximate
multiplication operations. Nevertheless, the sketch can still
accurately estimate all 5 features, thus achieving high-accuracy
packet classification in the data plane.
The performance of the classifier (Table VI): We evaluate
the precision, recall, and accuracy of TitanLog’s classifier.
TitanLog achieves an average precision, recall, and accuracy of
0.486, 0.846, and 0.949. Compared to NetBeacon [23], Titan-
Log’s classifier achieves higher performance on all workloads.
We hypothesize that this improvement arises because TitanLog
uses a more accurate flow-level RF to predict large flows as
well as a subset of small flows, while NetBeacon uses flow-
level RF only for flows identified as large.

C. Evaluation on End-to-end Performance

In this section, we first investigate how hierarchical logging
affects the bandwidth and packet rate of traffic logs for benign
and anomalous traffic. We also evaluate how much we can
reduce network load in the log-minimum mode.
The network load of benign traffic logs (Figure 3): We
demonstrate the bandwidth and packet rate of logs gener-
ated by benign traffic under different traffic distributions.
The experimental results show that the bandwidth of benign
traffic logs output by the switch varies between 1.80Gbps and
19.43Gbps, while the packet rate varies between 1.64Mpps
and 17.72Mpps. Compared with the original benign traffic,
the policy of only retaining the packet header can reduce the
average traffic bandwidth by 80.23%.
The network load of anomalous traffic logs (Figure 4-
6): We first demonstrate the bandwidth and packet rate of
logs generated by anomalous traffic under different traffic
distributions. As shown in Figure 4, we find that the bandwidth
of anomalous traffic logs output by the switch varies between
0.27Gbps and 8.51Gbps, while the packet rate varies between
0.18Mpps and 6.18Mpps. In other words, the output bandwidth
increases by 1.03 to 1.25 times, and the packet rate increases
by 1.11 to 1.36 times, compared to the original anomalous
traffic. This implies that each anomalous traffic packet is split
into an average of 2.25 log packets, and its size is expanded
by 1.11 times on average. This increase is expected due to
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Figure 3. Bandwidth (BW) and packet rate (PR) of benign traffic logs output
from the switch. Dashed line are the results normalized relative to the original
benign traffic.
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Figure 4. Bandwidth (BW) and packet rate (PR) of anomalous traffic logs
output from the switch. Dashed line are the results normalized relative to the
original anomalous traffic.

the presence of packet splitting and RDMA encapsulation
mechanisms.

We also demonstrate the bandwidth and packet rate of
log-related traffic generated within the switch. As shown in
Figure 5, we find that the bandwidth of log-related traffic
generated within the switch increases by 2.56 to 3.08 times,
and the packet rate increases by 2.38 to 2.92 times, compared
to the original anomalous traffic. This implies that for each
anomalous traffic packet, the data plane generates an average
of 3.84 log-related packets, with their total size being 3.67
times that of the original packet.

As mentioned in Section V-B, in the worst-case scenario,
packet splitting mechanisms can split a single anomalous
packet into more than a dozen log packets and perform
RDMA encapsulation, which may significantly increase the
log traffic output from the switch. Moreover, packet splitting
is implemented on the data plane through loopbacks, making
the increase in internal switch traffic even more pronounced.
Surprisingly, the analysis of traffic belonging to various distri-
butions reveals that packets belonging to attack traffic generally
have a smaller payload, which are often powers of two. As a



IEEE/ACM TRANSACTIONS ON NETWORKING 11

Table VI. THE PERFORMANCE OF IN-NETWORK CLASSIFIER.

W1 W2 W3 W4 W5
ACC PRE REC ACC PRE REC ACC PRE REC ACC PRE REC ACC

Ours 0.951 0.453 0.999 0.976 0.817 0.997 0.942 0.073 0.394 0.917 0.835 0.991 0.976
NetBeacon 0.944 0.435 0.999 0.974 0.834 0.947 0.935 0.051 0.348 0.898 0.816 0.994 0.973
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Figure 5. Bandwidth (BW) and packet rate (PR) of the packets related to
anomalous traffic logs generated inside the switch. The results are normalized
relative to the original anomalous traffic.
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Figure 6. Ratio of detected anomalous packets to total packets.

result, the actual traffic amplification for anomalous flows is
much lower than the theoretical worst-case scenario.

Figure 6 illustrates the ratio of detected anomalous packets.
The experimental results show that when a network or system
attack actually occurs, TitanLog detects 4.10% to 14.02% of
the overall traffic as anomalous packets. Consequently, the
impact of logging overhead on the overall switch through-
put is modest. This degree of additional internal and output
traffic generally does not create bottlenecks in mirroring and
loopbacks.
The network load under log-minimum mode (Figure 7):
We demonstrate the bandwidth and packet rate of the logs
generated in log-minimum mode for different traffic distribu-
tions. Experimental results show that the bandwidth of benign
traffic logs output by the switch varies between 2.19Gbps
and 2.43Gbps, while the packet rate varies between 2.00Mpps
and 2.22Mpps; the bandwidth of anomalous traffic logs out-
put by the switch varies between 1.07Gbps and 3.84Gbps,
while the packet rate varies between 0.76Mpps and 2.61Mpps.
Compared to original traffic, log-minimum mode on average
reduces the overall traffic bandwidth by 96.28% and the overall
packet rate by 80.14%.
The frequency of RDMA errors (Figure 8): When traffic
arrives in a burst form, it may cause the packet rate of the
log traffic output by the switch to exceed the processing
capacity limit of the receiving end RDMA NIC of the relay
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Figure 7. Bandwidth and packet rate of traffic logs output from the switch
in log-minimum mode. “AT” and “BT” refer to anomalous traffic and benign
traffic, respectively.
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Figure 8. Number of RDMA anomalies (NACK messages) occurrences under
log-all mode.

server, thereby triggering RDMA errors. RDMA errors can be
detected through NACK messages sent from the receiving end
NIC to the switch. We count the frequency of RDMA errors
under different traffic distributions. Experimental results show
that no RDMA errors occur under traffic load of 100Gbps.
However, when using log-all mode, RDMA errors occur up to
9 times under traffic load of 40Gbps, causing some log data
packets to not be written to the file normally. When traffic
load exceeds 50Gbps, packet loss increases significantly. We
speculate that this is because the internal switch traffic exceeds
the bandwidth of the recirculate port. We compare the log
capacities of TitanLog to tcpdump (see Table VII). We find
that when logging 10Gbps of traffic, tcpdump has a packet
loss rate of about 60%. In contrast, the default and log-all
modes of TitanLog do not result in any packet loss. We also
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Table VII. PACKET LOSS RATE OF TCPDUMP UNDER 10GBPS.

W1 W2 W3 W4 W5
Loss rate (%) 64.7 64.4 66.6 57.7 62.3
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Figure 9. CPU usage statistics on the relay server.

compare the log capacities of TitanLog to xdpcap [8]. We find
that the packet loss rate of xdpcap is similar to that of tcpdump.
We suspect this is because xdpcap only optimizes the speed
of packet processing, but does not improve the performance of
storage, making storage the bottleneck of the whole system.
Response time: We evaluate the time interval from the gen-
eration of an anomaly signal to the completion of the logging
mode switch. The experimental results show that the response
time is less than 1 ms, indicating that TitanLog can quickly
and efficiently respond to resource insufficiency and network
dynamics.

D. Evaluation on Relay Server
In this section, we analyze the CPU load on the relay server

under a high-speed network load of 100Gbps.
CPU load analysis (Figure 9): We use 16GB memory on
the relay server as a buffer for RDMA writes and employ 16
threads to write logs from memory to disks. These threads
are divided into two groups, with 8 threads per group, and
each thread is responsible for managing a 1GB memory
buffer. Whenever the switch outputs traffic logs that fill up
8GB of memory, the switch notifies the relay server using
a network message, and the relay server writes to the disks
using 8 threads. Following this, these threads clear the memory,
create new files, and wait for the next message from the
switch. As shown in Figure 9(a), during a processing cycle of
approximately 7.67s, the CPU idle waiting time is about 6.01s,
the disk writing time is about 1.63s, the new file creation time
is about 0.04s, and the communication time with the switch
can be considered negligible. As shown in Figure 9(b), within
a cycle, only approximately 1.6s of disk writing requires CPU
usage, which accounts for 20% of the entire cycle. This implies
that even if the network traffic increases fivefold, the current
relay server can still handle disk writes.

E. Evaluation on Scalability
In this subsection, we demonstrate the scalability potential

of TitanLog for future networks operating at higher band-
widths. Due to hardware limitations, we simulate and ex-
trapolate the performance of the sketch and classifier under

Table VIII. ARE OF SKETCHES UNDER HIGHER BANDWIDTH.

W1 W2 W3 W4 W5

Size sum 200Gbps 0.03 0.03 0.01 0.01 0.01
400Gbps 0.06 0.05 0.04 0.03 0.04

Size max 200Gbps 5e-3 3e-3 3e-3 4e-3 4e-3
400Gbps 0.02 0.02 0.02 0.02 0.02

Size min 200Gbps 0.08 0.05 0.05 0.08 0.08
400Gbps 0.42 0.34 0.32 0.36 0.41

Size avg 200Gbps 5e-3 3e-3 3e-3 5e-3 5e-3
400Gbps 0.03 0.02 0.02 0.02 0.02

Size var 200Gbps 1.32 1.66 1.18 1.68 27.5
400Gbps 1.36 1.68 1.16 1.67 16.0

increasing bandwidth scenarios. To this end, we implement
a high-level logical simulator in Python that accurately re-
produces the core processing logic of the switch data plane,
including sketch-based feature extraction, the RF classifier, and
the rules for processing packets according to different logging
granularities.

To generate higher-bandwidth traffic, we adopted a propor-
tional scaling methodology. Specifically, for each target band-
width N Gbps (e.g., 200Gbps, 400Gbps), we simultaneously
replay N

100 parallel streams of the dataset, assigning distinct
flow identifiers to each parallel stream. This approach ensures
that the number of concurrent flows proportionally increases
with bandwidth, while keeping the distribution of flow size,
duration, and the proportion of anomalous traffic consistent
across scenarios.

To accurately analyze the system’s performance bottlenecks,
our simulation is based on the following constraints derived
from hardware specifications and our prior experiments:
• Switch internal bandwidth: The packet splitting and re-

circulation operations required for “full logging” consume
internal switch bandwidth. We set this bandwidth limit
to 100Gbps, consistent with the capacity of the physical
switch’s recirculation port.

• RDMA throughput: Based on our experimental results in
Section VIII-C, RDMA errors (NACK messages) begin to
appear when the output traffic in log-all mode reaches
40Gbps. Therefore, we set the effective RDMA throughput
limit of the relay server to approximately 60Gbps, beyond
which significant data packet loss is expected.

• Relay server processing capability: The server is configured
with a 16GB memory buffer for RDMA writes. According to
our measurements in Section VIII-D, it takes the server CPU
approximately 1.67s to persist a full 8GB memory block of
data to the disk system.

• Disk capacity: We assume that disk capacity can be pro-
visioned as needed. Therefore, our analysis focuses on
throughput-related bottlenecks rather than storage capacity.

The accuracy of the sketch (Table VIII): The experimental
results show that although the sketch accuracy decreases with
higher bandwidth, it maintains high accuracy (ARE < 0.1)
for sum, maximum, minimum, and average features under
200Gbps, which corresponds to about 590k active flows. At
400Gbps, the ARE of size min rises to over 0.4, which
significantly exceeds the empirical threshold (e.g., ARE <
0.1) typically expected for high-fidelity flow measurement
tasks. This indicates that the sketch can support up to 590k
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Table IX. THE PERFORMANCE OF IN-NETWORK CLASSIFIER UNDER HIGHER BANDWIDTH.

W1 W2 W3 W4 W5
ACC PRE REC ACC PRE REC ACC PRE REC ACC PRE REC ACC

200Gbps 0.943 0.435 0.999 0.974 0.805 0.997 0.938 0.066 0.394 0.910 0.823 0.991 0.974
400Gbps 0.918 0.362 0.998 0.965 0.765 0.998 0.921 0.055 0.340 0.892 0.783 0.991 0.967

Table X. BANDWIDTH OF TRAFFIC LOGS OUTPUT FROM THE SWITCH
UNDER HIGHER BANDWIDTH (INGBPS).

W1 W2 W3 W4 W5
200Gbps 43.003 41.642 77.459 44.917 70.808
400Gbps 93.096 88.153 159.756 94.662 146.580

Table XI. PACKET RATE OF TRAFFIC LOGS OUTPUT FROM THE SWITCH
UNDER HIGHER BANDWIDTH (IN MPPS).

W1 W2 W3 W4 W5
200Gbps 39.379 38.156 54.610 41.130 55.511
400Gbps 82.196 78.618 111.554 84.650 113.422

Table XII. BANDWIDTH OF THE PACKETS GENERATED INSIDE THE
SWITCH UNDER HIGHER BANDWIDTH (INGBPS).

W1 W2 W3 W4 W5
200Gbps 15.791 14.474 65.949 15.924 50.087
400Gbps 40.518 35.365 138.004 27.855 106.523

active flows with reasonable errors. It is worth noting that the
classifier’s performance degradation is much smaller compared
to that of the sketches. We believe this is because, for the vast
majority of flows (especially large flows), the sketch accuracy
remains very high, while accuracy significantly drops for only
a small portion of flows.
The performance of the classifier (Table IX): We evaluate
the precision, recall, and accuracy of TitanLog’s classifier.
We find that TitanLog’s classifier achieves high performance
even under 400Gbps. The precision, recall, and accuracy of
TitanLog’s classifier degrade by 0.053, 0.014, and 0.023 after
the bandwidth expands to 400Gbps, but still with a recall of
0.832 and an accuracy of 0.933.
Network load (Table X-XII): The results show that as the
input bandwidth increases, the output bandwidth, packet rates,
and internally generated traffic also increase. These metrics
are direct observations from the simulation under the specified
constraints. At 200Gbps across the five workloads, both the
output bandwidth and internal switch traffic remain below the
100Gbps port limit. However, for workloads W3 and W5,
the log bandwidth exceeds the 60Gbps RDMA throughput
threshold. This is expected to generate numerous RDMA errors
and substantial packet loss, suggesting that RDMA emerges
as the primary bottleneck in these scenarios. At 400Gbps,
these metrics commonly approach or surpass the respective
limits, indicating multiple potential bottlenecks and similar
risks of significant packet loss. These outcomes are derived
from simulation observations based on defined thresholds,
indicating potential bottlenecks when metrics exceed hardware
limits, rather than actual programmed packet drops. To mitigate
such issues, strategies like increasing recirculation ports or
enhancing RDMA throughput capacity could be employed.

IX. DISCUSSION AND LIMITATIONS

Handling encrypted traffic: We acknowledge that the pro-
liferation of encrypted traffic presents a significant challenge
to network monitoring systems, including TitanLog. Since
performing line-rate decryption within the data plane of a
programmable switch is computationally infeasible, TitanLog
cannot inspect encrypted packet payloads, even if the switch
has the private key. This inherently limits its ability to de-
tect threats that rely on deep packet inspection (DPI), such
as those with specific payload signatures. Consequently, the
classification accuracy for certain application-layer attacks
may be affected. However, TitanLog remains effective for
a broad range of traffic classification tasks, as it does not
solely depend on payload content. A substantial body of
research has demonstrated that encrypted traffic can be ef-
fectively classified by analyzing statistical features extracted
from unencrypted packet headers and flow metadata [29], [30].
TitanLog’s architecture leverages this principle by using its
sketch-based module to capture the behavioral fingerprints of
flows, such as packet size distributions, inter-arrival times,
and overall flow volume. These characteristics often reveal
distinct patterns for different applications and can effectively
distinguish anomalous activities, like DDoS attacks or C&C
communication, from benign traffic, even when the payload is
opaque. Although TitanLog’s packet classifier cannot inspect
encrypted payloads, server-based operations can still utilize
the logged encrypted payloads—for instance, through offline
decryption if keys are available, or for analyses based on traffic
replay.
Reliance on pre-trained models: Another limitation is Titan-
Log’s reliance on an offline, pre-trained classifier to identify
traffic categories. For applications like intrusion detection
and traffic replay, which rely on categorizing traffic based
on known patterns, this reliance means the system cannot
proactively identify and log zero-day threats whose patterns
were not in the training data. However, this does not impede its
function of efficiently logging all traffic that it has been trained
to recognize. The impact of this limitation can be mitigated
by performing timely updates to the classifier as soon as new
threat signatures become available. For the distinct challenge
of actively discovering novel patterns, a different operational
strategy is necessary, as we discuss below.
Hierarchical logging for other applications: While this
paper primarily illustrates the hierarchical logging concept
using intrusion detection and traffic replay as representative
examples, the methodology is inherently extensible to various
other network scenarios. Below, we briefly discuss potential
applications beyond the two scenarios discussed above:
• Offline congestion analysis [31]. TitanLog facilitates offline

congestion analysis by capturing high-fidelity packets from
potentially congested flows, providing raw data instead
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of pre-processed metadata. The classifier identifies these
packets using features from two sources: direct signals
like Explicit Congestion Notification (ECN) CE codepoints
parsed directly from packet headers, and flow-level features
maintained by the sketch (e.g., per-flow packet counts and
IPD). Once categorized as potentially congested, packets are
handled according to the pre-configured logging granularity
(e.g., full logging). To record packet arrival timestamps,
we add a metadata field during the RDMA encapsulation
process on the switch, which captures the ingress timestamp
and includes it in the logged data. This enables engineers to
diagnose the root causes of congestion via metrics like RTT,
latency, jitter, and packet rates—for example, extracting per-
flow RTT by comparing timestamps of data packets and
corresponding ACK packets to reconstruct events.

• New intrusion pattern discovery [32]. Although TitanLog
is a traffic logging system and not an intrusion detection
system, it can be configured to produce curated datasets
that facilitate the discovery of new intrusion patterns. This
process is enabled by a conservative classification strategy.
In this configuration, the classifier is not trained to find
specific attacks, but rather to identify a baseline of known,
benign traffic with very high confidence. Any packet that
does not match this high-confidence benign profile is cat-
egorized separately as unknown or potentially anomalous.
Following this classification, the system’s active logging
mode applies a differentiated logging granularity: the high-
confidence benign traffic is logged minimally (e.g., header-
only or sampled logging), while all other packets are sub-
jected to full-payload logging. By systematically filtering out
the high-volume, predictable background traffic, TitanLog
provides security analysts with a high-fidelity data stream
containing all potentially interesting events. This curated
dataset is invaluable for sophisticated offline analysis and
the ultimate discovery of novel threats.

X. RELATED WORK

Traffic log: Tcpdump is the most classic tool for logging net-
work packets. Some work improves the per-packet processing
speed by reducing copying and using dedicated data structures
[7], [8], [9]. Other work reduces the log volume by truncating
and/or sampling [10], [11]. The biggest difference between
TitanLog and existing work is that we propose the hierarchical
logging methodology, and are the first to use switch-server co-
design for traffic logging. Some existing work attempts to log
differently. However, systems based on CPUs and GPUs face
challenges with insufficient packet processing performance.
Thanks to the high speed and high programmability of the
programmable switch, TitanLog successfully uses complex
classifiers while not reducing throughput.
Sketches: With the rise of data plane programmability, more
and more sketches are being deployed on programmable
switches [33], [34], [35], [36], [22], [37], [38], [39], [40], [41],
[42], [43], [44], [45], [46], [47], [48]. Many sketches focus on
estimating sum features and their variations (e.g., heavy hitters,
heavy changes, flow size distribution, etc.). Typical sketches
include the CM sketch [33], Count sketch [34], UnivMon [35],

ElasticSketch [22], NZE sketches [40], and BitSense [43].
Zhao et al. [39] propose the SuMax sketch to record both sum
features and maximum features on the data plane. FlyMon [49]
abstracts four frequently used attributes, and supports on-the-
fly reconfiguration between these attributes. However, none of
the above solutions support capturing average features on the
data plane.
In-network classification: Many researchers focus on in-
network classification. Among them, the decision tree and its
variants well fit the switch architecture, and have been widely
studied [50], [51], [52], [53], [54], [55], [23], [56]. The state-
of-the-art solution NetBeacon [23] translates the model into
multiple feature tables for implementation. It differentiates
short and long flows to reduce storage overhead of flow-
level features. Specifically, NetBeacon only records flow-level
features for long flows, and uses purely per-packet features
for short flows. Besides, some researchers attempt to design
non-tree-based in-network classifiers, such as neural networks,
on the data plane [57], [58], [59], [60], [61], [62]. However,
deploying these models faces hardware limitations of the pro-
grammable switches, so there is a trade-off between accuracy
and resource footprint. The main difference in our work is the
introduction of sketches for feature extraction, which improves
the accuracy of flow-level features and reduces the impact of
error caused by hash conflicts.
RDMA on programmable switches: Many efforts deploy
RDMA on programmable switches to accelerate various net-
work applications. Ribosome [18] aims to overcome the pro-
cessing bottleneck of network function (NF) servers. They use
a programmable switch to split the packet headers from the
payloads, delegate the payloads on RDMA servers, and only
forward the headers to NF servers. DART [63] and DTA [64]
propose to encapsulate telemetry data as RDMA messages
on programmable switches to relieve CPU from processing
incoming telemetry reports. TEA [24] implements RDMA
in the data plane to enable the programmable switches to
access external DRAM without involving CPUs. SwitchML
[65] designs protocols to perform in-network aggregation on
programmable switches at line rate. It implements a subset
of RDMA in the switch, and uses RDMA write immediate
messages for all communication to allow data to move directly
between the switch and GPUs. The scenarios and the design
goals of these solutions are completely different from ours.
The difference between our work and other works is that we
introduce a packet splitting mechanism. This allows us to add
checksum to the back of each variable-length RDMA write
message and detect if packet loss has occurred.

XI. CONCLUSION

In this paper, we propose TitanLog to log high-speed, high-
volume, and dynamic network traffic. We propose hierarchical
logging to reduce log volume, and we propose a switch-server
co-design to achieve fast logging. Additionally, we present
mechanisms to make TitanLog adapt to changes in logging
demands and the network environments at runtime. TitanLog
supports logging 100Gbps traffic with zero packet loss rate,
and significantly reduces the log volume by up to 96.28%.
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