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Abstract-Heavy hitter detection isakey task for networking
traffic profiling, whichcanbeusedfor various purposes such as
Denial ofService(DoS) attack detection, Quality ofService(QoS)
scheduling, load balancing, and flowsize based routing, etc.
Over the years, many efforts havebeen made on designing data
structures and algorithms toachievefastand memory-efficient
inline profiling incloud networks. Traditional heavy hitter
detection methods, however,yieldan innate and nonadjustable
profiling accuracy (i.e.,false positive orfalse negative) oncethe
data structure is initialized. Usershaveno runtime feedback
information nor control onthe profiling accuracy, which could
bean important factor for their usages.

In this paper, we propose and evaluate anovel dynamic
and memory-efficient heavy hitter detection algorithm, called
Dynamic sketch. Dynamic sketch performs runtime accuracy
monitoring and provides feedback to users viaa sampling
based method. It also self-adjusts the accuracy at runtime to
satisfy the target givenbytheuser.We implemented Dynamic
sketch and our evaluations show that Dynamic sketch isableto
report profiling accuracy withonlya minimal 2% performance
overhead. In addition, Dynamic sketch is2.35x faster than
the state-of-the-art hash table based heavy hitter detector and
achieves more than 2x memory efficiency than the state-of-the-
art sketch based implementation.

I. INTRODUCTION

TherapidgrowthofSoftwareDefinedNetworking(SDN)
andNetworkVirtualizationdeployedincloudposesgreat
challengesonhigh-speedsoftwarepacketprocessing.Along
withnetworkingfunctionssuchasswitchingandloadbalanc-
ing,monitoringthetrafficcharacteristicsatrealtimeiscritical
fornetworkmanagementandperformanceoptimization.One
commonandimportantaspectoftrafficmonitoringinthe
cloudisheavyhitterdetection,withthegoaltoidentify
thesetof"heavy"(orelephant)flowswhichhavemuch
higherpacketcountorbandwidthconsumptioncomparing
tootherlighter(ormice)flows.Theapplicationsofheavy
hitterdetectionincludeDoSattackdetection,flow-sizebased
routingandplanning,billingandcharging,andQoSforflow
scheduling [1]-[7]. Figure 1 showsanexampleheavyhitter
detectorthatco-locateswiththevirtualswitchtoprofiletraffic
destinedtomultipleservicesonasingleplatform.

Datastreamingalgorithms[8]areaclassofalgorithms
thatcanbeusedforheavyhitterdetection.Thesealgorithms,
however,maynotbedirectlyapplicabletoinlinenetworking
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Fig.1.Heavyhitterdetectorthatco-locateswithvirtualswitchtoprofile
trafficdestinedtomultipleservicesonasingleplatform.

trafficprofilingtasks.Inlinetrafficprofilingposesstringent
speedandmemoryefficiencyconstraintstoachieveruntime
andlowoverheadmonitoringofhugenumberofflows.
Additionalprocessingoftrafficinthemiddleofdatapath
maytriggerundesirableoverheadthusnegativelyimpactthe
performance.Hence,heavyhitterdetectionalgorithmsneed
tobeextremelymemoryefficientandfast.

Manyresearcheffortshavebeenputforthontheareaof
fastandefficientheavyhitterdetection.Fromearliercounter
arraybaseddatastructure[9]tomorerecentsketchbaseddata
structure[10].Mostrecently,researchersproposetocombine
variousdatastructurestosupportmorefeatures [11]-[13], or
applyspecializeddatastructureforhardwareswitches[7].
However,currentsolutionshavetwodrawbacks.First,these
algorithmsdonotprovideruntimeaccuracyestimationto
theuserthustheusershavenoinformationonthequality
ofcurrentlyreportedresults.Second,thesealgorithmsyield
innateandnonadjustableaccuracyratesoncedatastructure
isinitializedwhileusersmayhavedifferentaccuracytargets.
Forexample,withdifferentusages,usersmayprefereither
higherprecisionrate(lessfalsepositives)orhigherrecallrate
(lessfalsenegatives).

Motivatedbytheneedtoprovidehighperformancemon-
itoringwithadjustableaccuracyforthecloudnetworks,in
thispaper,weproposeanewheavyhitterdetectionalgorithm
inspiredbyElasticsketch[12],calledDynamicsketch.Specif-
ically,1)Dynamicsketchisanewandenhancedsketchdata
structurewhichismuchmorememoryefficientcomparing
totraditionalsketchdesigns.2)Weproposeandimplementa
novelmechanismtoefficientlyestimatetheprofilingaccuracy
atruntimesousersunderstandthequalityoftheprofiling
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results.3)Dynamicsketchisabletoadjusttheprofiling
accuracyfordifferentusagesduringruntimetomeettheuser-
definedaccuracy.Tothebestofourknowledge,Dynamic
sketchisthefirstheavyhitterdetectorthathassuchcapabili-
ties.Moreover,wealsoproposeamorecomprehensivemetric
toevaluatethequalityofheavyhitterdetectionalgorithms.

WeimplementandevaluateourdesignwithIntelXeon
processorandrealtraffictraces.Theexperimentresultsshow
thatDynamicsketchcanself-monitoritsaccuracywithonly
aminimal2%performanceoverhead.Meanwhile,itis 2.35x
fasterthanthestate-of-the-arthashtablebasedheavyhitter
detectorandachievesmorethan2xmemoryefficiencythan
thestate-of-the-artsketchbasedimplementation.

II. DESIGN OF DYNAMIC SKETCH

Inthissection,wedescribethedetaileddesignofDynamic
sketchalgorithm,including:1)overviewofthedesignof
Dynamicsketch,2)the Door keeper mechanismtorealize
highmemory efficiency, 3)thesamplingbasedmechanismfor
runtimeaccuracyestimation,and4)aclosed-loopfeedback
controlmechanismusingboththeDoorkeeperandsampling
methodtodynamicallyachievetheuser-definedadjustable
accuracy.Weusethetermsofprecisionrate(PR),recallrate
(RR),falsepositives,andfalsenegativesfrequentlythroughout
thepaperwhenwediscusstherationalebehindourdesign
choices.PRreferstothepercentageofheavyhitterflows
thatarereportedbythealgorithmarerealheavyhitters,and
RRreferstothepercentageofrealheavyhittersareindeed
reportedbythealgorithm.Falsepositivemeansalightflow
getsmis-classifiedasaheavy flow, whilefalsenegativemeans
theopposite.Thus,morefalsepositivesmeanslowerPR,
andmorefalsenegativesmeanslowerRR.Thesearecritical
measurementstoevaluatethequalityofheavyhitterdetection
algorithms.

A. Overview of Dynamic sketch
Figure2showsthehighlevelschemeofDynamicsketch

algorithm.ThedatastructureisbasedonElasticsketch[12]
andcomposedofthreemajorparts:1)abucket-basedhash
tablethatcontainsinformationofheavyflows,2)anadditional
tablecontainingaseriesofsamplingbucketsforonline
accuracymonitoring,and3)acount-minsketchasfall-back
datastructuretocaptureheavyflowsthattemporarily fallout
ofthehashtable.Forprofilingheavyhitters,packetheaders
gothroughthedatastructureandnecessaryinformationgets
recorded.Aftereveryprofilingwindow,keysinthehashtable
willbereadoutforanalysis. If theestimatedcountofakey
isabovecertainthreshold,itisreportedasheavy flow.

Thehashtabledatastructureissimilartotheoneproposed
inElasticsketch[12]. It issupposedtokeepalltheheavy
flowkeysandtheircounts,thusitisalsocalledthe"heavy
part". It iscomposedofanarrayofbucketswitheachbucket
containingmultiplekeys.Eachkeyinthehashtablehas
aprivatecounterfieldcalled vote+, andthereisashared
countercalled vote- pereachbucket.Foreveryincoming
packet,thepacketheader(i.e.flowkey)willbehashedfirst

tofindtheindexofthebucket. If thiskeyalreadyexistsinthe
bucket(i.e.atablehit),thecorrespondingkeywillincrement
its vote+ by 1. If nothitbutthereisanemptyentryinthe
bucket,thekeywillbeinsertedthereandits vote+ counteris
initializedtobe1. If alltheentriesinthisbucketareoccupied
byexistingkeys,oneofthekeysthatisnotheavyenoughwill
bereplacedbythenewkey.Tofindthekeytobereplaced,
~~~:+ iscalculatedforeachexistingkey. If theresultisgreater
thanacertainratio,thiskeyisdeemed"light"andvotedout
bythenewincomingkey. If noneoftheexistingkeysislight,
thenewkeywillnotreplaceanyoftheexistingkeys,however,
the vote- willbeincrementedby 1. Intuitively,akeyhasto
beheavyenoughtostayinthehashtable.

Thekeysthatareeithervotedoutofthehashtableormissed
thehashtable,willbefedintoacount-minsketch(CMS)[10],
whichisalsothe"lightpart".Acount-minsketchisa2-
Darrayofcountersthatcountthefrequencyofkeys.Flow
keysarehashedandcorrespondingcounterineachrowof
thecounterarraysisincremented.Thefinalcountofthekey
thatendsupintheCMSistheminimumofallcorresponding
counters.ForexampleinFigure2,basedonthreehashvalues
ofthekey,counter4inrowone,counter3inrowtwo,and
counter7inrowthreeareincremented.Inthisexample,the
estimatedcountofthekeywillbe11sinceitistheminimum
amongallthethreecounters.Asasketchdatastructure,CMS
couldover-estimatetheflowcountduetohashcollisions,
whichcontributestothefalsepositives.

ManystudiesuseCMSalonetoimplementaheavyhitter
detector.However,comparingtoahashtable,CMSneedsto
accessmultiplecachelinesforeachupdate,andrequiresan
extrasorteddatastructuretostoretheheavykeys.Here,the
CMSisusedasthefall-backdatastructuretocaptureheavy
hittersthat fallout ofthehashtable.Thereasonisthatthe
votingmechanismdescribedaboveisnotperfect.Heavyflows
canbevotedoutofthehashtabletemporarilybyhighlybursty
lightflowswhichleadstofalsenegatives.Althoughthoselight
flowsarelightacrossthewholeprofilingwindow,theycould
beheavyinashortperiodoftimewithburstybehavior.They
accumulate vote- quicklyenoughtoevictpotentialheavy
flows. Thisisespeciallytrueforshortconnectionsthathappen
frequentlyinmobilenetworkanddatacenters.Withoutthe
CMS,thefalsenegativeratecouldbehigh.Whilewiththe
CMS,theheavyflowsthatareoccasionallyvotedoutofthe
hashtablewillnotloseanyinformation.Whentheheavyflow
getsbacktothehashtable,allthehistorycountofthisflow
isstillrecordedintheCMS,thusthefalsenegativerateis
reduced.Attheendofeachprofilingwindow,thetotalcount
ofthekeywillbeestimatedbyaddingthekey's vote+ from
thehashtabletothecountgettingfromtheCMS.

BesidesthehashtableandtheCMS,samplingbuckets
showninthemiddleofthefigureareusedtomonitorthe
profilingaccuracy.Eachsamplingbuckethasthesamedata
structureastheregularbucketofthehashtablebutoflarger
size.Everykeythathitsthesampledbucketsinthehashtable
willalsobefedintothesamplingbuckets.Thesampling
bucketsareresponsibleforestimatingtheaccuracyofthe
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Fig.2.ThedatastructureofDynamicsketch. CD: flowisinputintothedatastructure;certainbucketsaresampledforaccuracymonitoring.Certainflows
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intotheCMS.correspondingcountersareincremented.

currentprofilingwindowtoprovideusefulfeedbacktothe
user.Wewilldiscussmoredetailsofthesamplingbuckets
later.

B. Door Keeper to Adjust Accuracy

Oneissueoftheabovedescribedbaselinealgorithmisthat
theCMShastobeverylargetonotover-estimatethepacket
counttoomuch.Over-estimationintheCMScouldcausehuge
falsepositiverate.InElasticsketchwithsimilardesign,the
CMShastouse2xmorememoryspacethanthehashtable
tokeeparelativelygoodfalsepositiverate.

ToreducethesizeoftheCMStobemorememoryefficient,
weproposethe Door keeper mechanism.ThepurposeofDoor
keeperistokeeplightflowsoutoftheCMSasmuchas
possiblewhilestillreceiveheavy flows thatareaccidentally
votedoutofthehashtable.WithDoorkeeper,theCMSonly
acceptsflowsthatare:1)evictedfromthehashtablewith
a vote+ largerthanthedoorkeepingthreshold,and2)miss
thehashtablebuthitCMSwithnon-zerocounter.Thefirst
conditionistolimittheflowsallowedintoCMStobeheavy
flowsonly.Weobservethatmostlight flows neverenterthe
hashtable.Theflowsthatgetevictedfromhashtablewith
alargecountaremorelikelytobeheavy flows. Thesecond
conditionistoguaranteethatheavyflowsthathavealready
beenevictedoutofthehashtablekeepgettingupdatesduring
itstemporarystayintheCMS.

Adjustable Accuracy OnemajorbenefitoftheDoorkeeper
algorithmisthatthedoorkeepingthresholddirectlytrades
offbetweenthefalsepositiveandfalsenegativerates,andit
canbetunedduringruntime.Whenthethresholdishigh,the
datastructureeffectivelybecomesahash-tableonlyalgorithm
sinceveryfewflowscanmakeitintotheCMS.Inthiscase,
thefalsepositiverateisminimalsincetheover-estimation
causedbyCMSisnegligible.Ontheotherhand,withalow
threshold,weconservativelyallowmanyflowstoenterthe
CMS.Insuchcase,Dynamicsketchregressestothebaseline
algorithmwithoutDoorkeeper,thusthefalsenegativerate
willbesmaller(butfalsepositiveratebecomeshigher) .

WithDoorkeeper,userscanadjustfalsepositiveand
falsenegativerates w.r.t. differentusecasesevenduring
runtime.Forexample,forDoSdetection,lowfalsenegative

ismuchmorecriticalthanlowfalsepositive.Insuchcase,
thethresholdshouldsettobelow.Ontheotherhand,for
flow-sizebasedroutingandplanning,bothfalsenegatives
andfalsepositivesareimportant.Thusthethresholdshould
bemoderate.Laterwewilldescribeaclosed-loopfeedback
mechanismtoadjustthedoorkeepingthresholdautomatically
duringruntime,toachieveaccuracytargetsspecifiedbythe
users.

C. Bucket Sampling for Accuracy Monitoring

BesidesDoorkeeper,wedesignasamplingmethodto
monitortheprofilingaccuracy.Noneoftheexistingheavy
hitterdetectionalgorithmscanreportprofilingaccuracyto
users.Thereisnoestimationonfalsepositiveandfalse
negativeratesofcurrentprofilingresultsandusershaveno
meanstoflexiblybalancebetweenmemorycostandaccuracy
inreal-time,whichcouldbeimportantforhighleveldecision
making.Manytraditionalstreamingalgorithmsprovidecertain
mathematicalerrorboundbutitisdifficulttorelatethebound
tofalse-positiveandfalse-negativerateofarunningsketch,
whichcouldbeverydifferentfromthetheoreticalerrorbound.
Forexample,manysketch-basedalgorithmsprovideaso-
called (E, 5) errorbound. It meansthattheestimatedpacket
countwillfallintotheerrorboundof E withaprobability
of 5. Withfixedmemoryspace,onecouldchoosetoeither
havetighter E orhigher 5. It ishardtodecidewhichyields
betteraccuracyfordifferentworkloads.Thus,itisidealfor
amonitoringbasedmechanismtoprovideuserswithmore
insightinsteadofonlyprovidingtheloosemathematical
bound.

Hence,weproposeasamplingbasedmechanismonthe
hashtabletoestimatethefalsepositiveandfalsenegativerates
ofthecurrentsketchatruntime.Theproposedmethodisvery
light-weightandonlyrequiresasmallamountofadditional
memoryspace.Wesampleasmallpercentageofbucketsin
thehashtable,augmentingthemwithlargersamplingbuckets,
toemulatealargerhashtable.Wetreatthecontentinthose
largersamplingbucketsasthegroundtruth.Attheendofeach
sampling window, wecomparethecontentofthesampled
bucketsinthehashtablewiththecontentofthesampling
bucketstocalculatethefalsepositiveandfalsenegativerate.
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Wereportthisastheestimatedaccuracy.InSectionIII,we
showthatthissamplingmechanismtrackstherealaccuracy
closelywithonlysampling5%ofthetotalbuckets.

TABLEI
TRAFFIC TRACES USEDFOR EVALUATIONS

trace flowinfo.

UCLA 10mpackets,30kflows,740heavyflows

CAIDA 10traces,205mpacketseach,11Okflows,850heavyflows
Facebook9.1mpackets,16kflows,739heavyflows

Forexample,aflowwith490packetsthatismis-classified
asaheavyflow(i.e.above500packets)isonlycountedas
0.2falsepositiveswitharangeof10%aroundtheboundary.
Webelievethenewmetriccouldmorepracticallyreflectthe
qualityoftheheavyhitterdetector.Weusesuchimproved
metricthroughouttheevaluationsection.However,it'sworth
notingthatevenwiththeoriginalsimplecut-offdefinitions,
theconclusionoftheevaluationsectionstillholds.

theboundary.Webelievetheclassificationofflowscloseto
theboundaryshouldcarrydifferentweightcomparingtothe
flowsfarofffromtheboundaryduringaccuracyevaluation.
Forexample,ifwewronglyclassifiedaflowof490packetsas
aheavy flow, itshouldbemuchbetterthanntis-classifyinga
flowofonly100packets.Thus,weproposeanimprovedfalse
positiveandfalsenegativedefinitiontotakeconsiderationof
suchfactor.

Weusealinearweightalgorithmtoweighfalsepredictions
differentlydependingontheirdeviationfromtheboundary.As
indicatedbythefollowingequation,wetreatamis-classified
flowasafractionofonefalse-positiveorfalse-negativeifits
packetcount x iswithinarangeoftheboundary.

: (Ix - boundarYI) > range
: (Ix - boundarYI) :S rangef(x) = { ~x-bOUndarYI

range

III. PERFORMANCE EVALUATION

A. Platform and DataSet Configuration

Platform: WeuseIntel®Xeon®Platinum8160CPU(code
nameSkylakeSP)onatwo-socketplatformwitheachCPU
runningat2.1GHz.EachCPUchiphas24coresandthere
areintotalof48cores.Werunthesoftwareimplementation
onasinglecoreforalltheevaluations.Wehaveintotalof
88GBDDR4-2666DRAMonboard.

Dataset: Forcomparison,weusethedatatracesprovided
byElasticsketch[14],whichconsistofmultipledatasets
basedonCAIDAtraffictraces.Wealsousetwolongertraces,
fromFacebook[15]andUCLA[16].Theyhaveverydistinct
characteristicsthantheCAIDAtracesw.r.t.flowandpacket
count,whichallowsustoevaluateourdesignwithvarious
trafficscenarios.WeusetheSourceIPastheflowIDin
alltheevaluations,0.02%packetcountastheheavyflow
thresholdforCAIDAandFacebooktraces,and0.002%for
UCLAtraces.Thenumberofheavyflowsisroughlyunder
1000foralltraces,thuswecanusesimilarmemorysizefor
comparison.MoredetailsonthedatasetareshowninTable I.

Software Parameters: Forallthetests,5%ofthehash
tablesizeofmemoryisallocatedtothecount-minsketch,

E.Heavy Hitter Detection Metric
AfterdescribingthedesignofDynamicsketch,wenow

introduceanewmetrictoevaluateheavyhitterdetection
algorithm.Withthetraditionalbinaryclassificationusedby
manypreviousstudies,aflowwouldbeclassifiedaseither
heavyorlightwithacrispboundary(e.g.500packets),
withoutconsideringthedistanceofthisflow'spacketcountto

D. Dynamic Sketch: Closed-loop accuracy control
WiththesamplingmethodandtheDoorkeepingalgorithm,

Dynamicsketchcandynamicallymonitorandadjustitselfto
achievecertainaccuracytargets.Specifically,userscanspecify
theirprecisionandrecallratetargetstoDynamicsketch,and
Dynamicsketchaimstoreachthetargetsviaadjustingthe
doorkeepingthresholddynamicallybasedonthefeedback
fromthesamplingmechanism.

Asdiscussed,thedoorkeepingthresholdtradesoffbetween
thefalsepositivesandfalsenegatives(precisionvs.recall
rate)whichmeanshigherprecisionrate(PR)leadstolower
recallrate(RR)andviceversa.Thus,wedesignthealgorithm
toachievePRtargetmeanwhiletomaintainRRashighas
possible.BothPRandRRarereportedtouserssothatthey
canadjustthetargetifnecessaryinthefollowingprofiling
windows.Duringtheself-adjustingphase,thealgorithmstarts
withalowdoorkeepingthreshold.ThisistostartwithRR
ashighaspossible. It mightbenecessarytotradeRRfor
PRlateron.Every lOOk packets(orspecifiedbyuser),the
sketchreadsthesamplingsetsandestimatesPRandRR. If
PRdropsbelowthespecifiedtargetvalueandRRisstillhigher
thanthetarget,thesketchperformsthefollowingtwosteps:
1)increasedoorkeepingthresholdfornextsamplingwindow,
and2)resetcertainpercentageofcountersintheCMS.The
firstactionistoimprovePRforthenextsamplingwindowas
wedescribedintheDoorkeepersection.However,manymice
flowsmayhavealreadysneakedintotheCMSduetotheinitial
lowthreshold.Thus,thesecondactionofresettingcertain
amountofcountersintheCMSeffectivelyremovesthose
flows.Wechoosetoresetonlycertainpercentageofthetotal
counters(e.g.20%)duetothefollowingconsiderations:1)to
tradeoffbetweenthefalsepositiveandfalsenegativewith
finergranularity,and2)toreducetheoverheadofthecounter
resetting.Tofurtherreducethecostofresettingcounters,a
morepassiveresettingprocessmaybeapplied.Forexample,
inthenextsamplingwindow,whenanewpacketcomesto
theCMS,weresetthecorrespondingcounteronceandmark
itasresetdone.Theprocesscanberepeateduntilcertain
percentageofcountersaremarked.

If themonitoredRRislowerthanthetarget,thealgorithm
lowersthecurrentdoorkeepingthreshold. If neitherRRnor
PRtargetcanbereachedaftertheadjustingphasefinishes,
awarningissenttotheuser.Usercanthenchoosetoeither
enlargethedatastructureorlowerthetargetinthenextphase.
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Fig.5.Precisionrate(a)andrecallrate(b)comparisonsamongvarious
configurationswithUCLAtrace.

Fig.4.Precisionrate(a)andrecallrate(b)comparisonsamongvarious
configurationswithFacebooktrace.

lowerRR.NotethatoriginalElasticsketch(i.e.the"orig"
curveinthefigure)withoutDoorkeeperandusesalarge
CMSneedssignificantmorememoryandcacheresource
(whichmaynegativelyimpacttheperformanceofco-running
workloads),producesmuchlowerRRandprovidesnoself-
adjustingcapability.

Facebook and UCLA traces Figure4andFigure5show
theevaluationresultsoftheFacebookandUCLAtraces.Due
tothemuchhigherpacketcountandmoreuniformdistribution
thantheCAIDAtraces,wesample5%bucketswith32entries
perbucketinthesetests.Bothsetsofresultsshowsimilar
effectivenesscomparingtothatoftheCAIDAtraces.Forthe
Facebooktrace,weobservethatRRdoesnotchangenotably
whenPRtargetisadjusted,meaningthatRRismoretightly
boundedbythesizeoftotalmemoryratherthantheCMSin
thiscase.ThisisbecausetheFacebooktraceexhibitsmore
uniformdistributionthantheothertwotraces.

Comparing toHeavy Keeper Wealsocomparetheac-
curacywiththestate-of-the-arthashtablebasedheavyhitter
detectionalgorithm,Heavykeeper[17].Weallocatevarious
memorysizesandconfigureHeavykeepertoidentifytop-
900heavyflows.AmajorissueofHeavykeeperliesinthe
extramemoryrequiredtomaintaintheheapforheavyflows.
Fromtheopensourceimplementation[18],wefoundthat
54extrabytesareneededforeachheavy flow, comparingto
only8bytesinDynamicsketch.Figure6showsthatHeavy
keepercannotstartwithsmallermemorysizes,whilefor
largermemorysizes,Dynamicsketchachievesbetteraccuracy.
Figure8showsthattheheapconsumessignificanthigher
overheadtomaintain. It costs2-3xmorecyclesforprocessing
eachpacketforHeavykeeper.Othercounterandheapbased
algorithmshaveevenworseaccuracyandperformance[17].
It isalsonotstraightforwardonhowtomonitortheaccuracy
duringruntimeforheapbasedalgorithms.

C. Set Sampling Evaluation
Figure7evaluateshowaccuratethesamplingmethodtracks

runtimePRandRR.Aswecansee,formostcasesthe
absoluteerroriswithin0.05withtheexceptionsforverylow
memorysizecases.Whensmallermemorysizeisallocated
tothehashtable,theabsolutenumberofsamplingbuckets
arealsosmallwhichleadstoloweraccuracyduetoinherent
samplingvariations.AnotherobservationisthattheFacebook
traceyieldsloweraccuracythantheCAIDAtracesevenifwe
give32entriespersamplingbuckets(comparingto16-entry
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comparingto 2x intheElasticsketchpaper[12].Forcom-
parisonwithotheralgorithms,wefixedthetotalmemorysize
forfairness.WeusethesameI-rowcount-minsketchstructure
asElasticsketch,andthehashtableisa8-entrybucketized
hashtablestructure.Thebaselinedoor-keeperthresholdisthe
averagecountofthecountersofthebucket,anditisincreased
ordecreaseddependingonthecontrolloop.

B. Accuracy of Heavy Hitter Detection
WerunallCAIDAtracesandplottheaveragerecalland

precisionratesforcomparisonwithvariousparametersin
Figure3.Thememorysizeofthex-axisisthetotalmemory
sizeincludingthesamplingbucketsforDynamicsketch.In
thesetests,weapplydifferentpresettargetPRs,andallowthe
algorithmtofreelytradeoffRRandmaintaintargetedPR.
Wesample5%oftotalbucketswitheachsamplingbucket
consistingof16entries.Thehashtableitselfhas8entries
perbucket.Intuitivelylargersamplingbucketscanbeused
forhigheraccuracyestimation,butwefound16-entryis
sufficienttoeffectivelypredictPRforclosed-loopcontrol.As
aresult,only10%additionalmemoryisallocatedforsampling
purpose.

Figure3(a)showsthatPRarekeptabovethetargetfor
allthetests.Asexpected,higherPRusuallytradesofffor
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for CAIDA traces). This is again duetothe more uniform
distribution of the Facebook trace.

D. Processing Speed Evaluation
The performance comparison is based onthe5% sampling

rate with 16-entry sampling buckets. Figure 8 shows that
during steady state operations, the Sampling and Door keeper
algorithms only incur a small overhead of 2-4%. Meanwhile,
during active dynamic control phase (resetting counters and
calculating RR and PR every lOOk packets), the processing
overhead is more pronounced, at13%.In practise, when the
profiling accuracy reached the target, the algorithm exits the
dynamic control phase and operates at steady state. During the
steady state operation, the sampling window is much larger
which reduces overhead significantly.

IV. RELATED WORKS
Various algorithms have been proposed for heavy hitter

detection. These algorithms in general fall into two categories.
The first category is counter-based algorithms. Examples in
this category include Frequent [19],[20], Lossy Counting [21]
and Space Saving [9], summarized in[22]. With counter-based
algorithms, candidate heavy flowsare stored ina linear table
of counters, which requires O(n) overhead forkey lookups.
Periodically, the table also needs tobe swept to evict keys with
smaller counters. More advanced algorithms could achieve
0(1) for lookup and update, however they require much more
memory [23].A recent study [7] proposed a variant of counter-
based algorithm which works better for hardware pipeline
implementation, but not for software packet processing. The
second major category is sketch-based algorithms [1],[10],
[11], [24]-[26]. Traditionally sketch-based algorithm uses
sketch with a sorted data structure such as min-heap to record
the key of the heavy flows. Time consuming operations are

required to maintain the heap for example inthe Heavy
keeper [17].

A most recent work on traffic profiling is Elastic
sketch [12].Inthisstudy,the authors propose to combine a
hash table with a count-min sketch (CMS) [10]to accurately
report heavy flows. Previous studies also usea hash table
asthekey storage foraCMS[27],[28]. The difference is
that Elastic sketch puts the hash table in front of the CMS.
Dynamic sketch is based on Elastic sketch. However, with
the algorithms we proposed, Dynamic sketch is much more
memory efficient than Elastic sketch and able to adjust itself
for accuracy targets which the Elastic sketch cannot do.

V.CONCLUSION

Inthis paper, we propose Dynamic sketch which provides
users profiling accuracy information at runtime, and adjusts
accuracy toward user specified target viaa dynamic closed-
loop feedback control. None of existing algorithms have such
capability. Comparing to traditional algorithms which give a
rough mathematical error bound, Dynamic sketch provides
more practical information in real networking deployment.
Evaluation shows that Dynamic sketch successfully tracks user
specified accuracy targets and reports PR and RR accurately
with minimal performance overhead. Meanwhile, Dynamic
sketch is much more memory efficient thanthe state-of-the-
art heavy hitter algorithms including Elastic sketch and Heavy
keeper. This is critical for networking services running on
the same platform with many cloud applications, who are
competing for hardware resources.
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