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Abstract—Finding top- K frequent items has been a hot topic in
data stream processing with wide-ranging applications. However,
most existing sketch algorithms focus on finding local top-X in
a single data stream. In this paper, we tackle finding global
top-K across multiple data streams. We find that using prior
sketch algorithms directly is often unfair in global scenarios,
degrading global top-K accuracy. We define top- K -fairness and
show its importance for finding global top-K. To achieve this,
we propose the Double-Anonymous (DA) sketch, where double-
anonymity ensures fairness. We also propose two techniques,
hot-filtering and early-freezing, to improve accuracy further.
We theoretically prove that the DA sketch achieves top-K-
fairness while maintaining high accuracy. Extensive experiments
verify top-K -fairness in disjoint data streams, showing that the
DA sketch’s error is up to 129 times (60 times on average)
smaller than the state-of-the-art. To enhance the applicability
and technical depth, we also investigate how to extend the DA
sketch to general distributed data stream scenarios and how to
provide a fairer and more accurate global ranking for top-K
items. The experimental results show that the extended version
of the DA sketch can indeed compute better rankings and still
has significant advantages in general data streams.

Index Terms—data streams, global top-K, top-K-fairness,
sketch

I. INTRODUCTION
A. Background and Motivation

Finding top-K frequent items has been a hot topic in data
stream processing in recent years, which has a wide range
of applications, such as data mining [2[]-[5]], databases [6]—
[8], networking [9]], [10], and network security [11], [12].
Finding top-K frequent items refers to selecting K items with
the largest number of frequencies, and providing frequency
estimation. In the era of big data, the speed and volume of data
are growing explosively. Sketches [3]-[9]], [13]-[32], a kind of
probabilistic data structures, have obtained wide acceptance
and interests to address the task of finding top-K due to
their efficiency in terms of both time and space, although
they can have a small error [33]]. For finding top-K frequent
items, most of existing sketch algorithms focus on providing
statistics over a single data stream [J3], [4], [6[, [8]. [9], [[13]-
(171, 1341, [35]], while a few of them [3]], [6], [36] work on
merging the statistics over multiple related data streams into
one. In the preliminary version of this paper [1]], we provide
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the first sketch that can compare the statistics over different
disjoint data streams (; in the current version, we discuss
in greater depth how to extend this sketch to general data
streams (§V-A). Specifically, given N data streams, how can
we compare their own top-K and select the global top-K.
Note that the sizes of these data streams are often skewed in
practice (e.g., power law distribution) [37].

We use an example to explain the problem. For an au-
tonomous system (AS) in a wide-area network (WAN), ex-
ternal traffic enters the AS through multiple border routers
[38]]. Due to the principle of routing protocol [39]], all network
packets sent to the AS from the same source address must
pass through the same border router. In other words, if we
regard the source address of the packets as the key, the packets
streams on different border routers are disjoint data streams.
Network operators usually need to monitor the main source
of traffic entering the AS, i.e., the K source addresses that
send the most packets [40]. To find these addresses, each
border router reports the local top-K frequent address and
their frequency, and operator sorts all local frequent addresses
to get the global top-K.

For finding global top-K frequent items, a typical solution is
to first use a sketch for each data stream to select local top-K
items, and then sort them based on their estimated frequency.
However, we find that directly apply existing sketches often
leads to unfairness. Specifically, the estimated frequency of
top-K items in prior sketches is largely influenced by the
local environment (e.g., the size of data streams). If we
directly sort all the selected local top-K items, the result
will be significantly related to the items’ local environment
rather than its real frequency. For instance, suppose there
are NN disjoint data streams, some heavy data streams have
more items, and some light data streams have fewer items.
Suppose we use N SpaceSaving [[17], which always provides
overestimated estimation and the degree of overestimation is
positively correlated to the size of the data stream, to find local
top-K from the IV data streams. As a result, the items in the
heavy data streams will be overestimated more and get higher
chances to be selected as global top-K, while the frequent
items in the light data streams will tend to be ignored, which
is unfair.

To address this problem, we aim to achieve top-K -fairness:
the degree of overestimation or underestimation for the local
selected top-K items is a constant, i.e., not related to the data
stream. The formal definition of top- K -fairness is provided in

Section



B. Prior Works

To the best of our knowledge, we are the first work to focus
on the top-K-fairness of global top-K items. Many existing
work focuses on providing unbiased estimation in distributed
scenarios [3[], [6]. Unbiasedness is helpful if we want to
aggregate the statistics of multiple data streams for all items.
However, if we only focus on the estimated frequency of top-
K items, we can find that it is often overestimated. The main
reason is that if we select top-K items, we tend to select items
which are overestimated, which leads to unfairness. We use
the state-of-the-art unbiased sketches, Unbiased SpaceSaving
(USS) [6], to illustrate the problem.

As shown in Figure |I(a), although the estimation of USS
is unbiased when considering all items, it overestimates the
selected top-K items and underestimates others. Furthermore,
such top-K-unfairness in local data streams will cause top-
K-unfairness when finding global top-K items. As shown in
Figure suppose the global top-1 item eygp is in a light
data stream, and we deploy a USS for each data stream. USS
provides a slightly overestimated value for etop, and provides
significantly overestimated value for frequent items in heavy
data streams. As a result, when the size distribution of the data
streams is highly skewed, even the global top-1 item could be
ignored, which is often unacceptable in practice. In Section
we also discuss that such unfairness cannot be alleviated
by re-weighting the estimated frequency.

C. Our Proposed Solution

To achieve top-K-fairness, we propose the Double-
Anonymous sketch (abbreviated as DA sketch). We first
propose a basic version which achieves top-K-fairness, and
then we optimize the accuracy through two techniques hot
filtering and early freezing. The DA sketch has the following
advantages: 1) It is the first work that discusses the fairness
problem for comparing multiple disjoint data streams. 2) It
is accurate: The error of our sketch is up to 129 times (60
times on average) smaller than Waving [3|] and 3 4 orders
of magnitude smaller than Frequent [34], USS [6], and SS
[17]. 3) It is generic: we implement existing four replacement
strategies in our framework to achieve top-K-fairness and
accuracy.

The key technique of our DA sketch to achieve top-K-
fairness is called double-anonymity. Double-anonymity is
often an effective strategy to achieve fairness. We leverage this
strategy to enable top-K sketches to achieve top-K -fairness.
A top-K sketch often consists of two parts, a top-K part for
finding top-K items and a count part for frequency estimation.
If it meets the following two conditions, we consider it
achieves double-anonymity: 1) the top-K part finds top-K
items independently, and does not know any items’ estimated
frequency in the count part; 2) the count part estimates item’s

ISettings for Figure We perform the finding local top-K tasks on
CAIDA dataset [41]] for 1000 times. Memory size is set to be 100KB, and
K = 1000; Settings for Figure[T(b)}} We conduct experiments on the Synthetic
Dataset [42]. We generate the dataset so that the global Top-1 item is always
in the light stream. We set N = 100; K = 50 and range skewness from 0:1
to 0:4. We allocate an extremely small amount of memory for USS, such that
it could only store K = 50 local top-K candidates.
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Fig. 1: We demonstrate unfairness of USS, and show how
unfairness would harm accuracy for finding global top-K.

frequency independently, and does not know which items
are top-K. However, the existing unbiased sketches do not
meet the first condition. Our formal definition of double-
anonymity is provided in Section [[II-A] We theoretically prove
that double-anonymity is a sufficient condition for unbiased
sketches to achieve top-K -fairness. Therefore, we follow this
principle to design our solution.

In our basic version, we use a top-K sketch (e.g., SpaveSav-
ing [[17]) as the top-K part and use an unbiased sketch (e.g.,
CMM sketch [43]) as the count part. To achieve double-
anonymity, our first version makes these two parts work inde-
pendently, i.e., it forbids any information transmission between
them. For an incoming item e, it will be inserted into the two
parts independently and respectively. Note that the independent
condition is stronger than double-anonymity. Obviously, our
first version is double-anonymous, and thus achieves top-
K-fairness. However, the first version fails to achieve high
accuracy. Therefore, we propose two important optimization
methods to significantly improve accuracy: hot filtering and
early freezing. Unlike the first version, in these two versions,
we allow some information transmission between the two parts
as long as it does not violate double-anonymity. Relaxing
the forbidden condition, we can have more opportunities to
improve accuracy.

Firstly, the main reason for the significant error in the first
version is that, despite identifying the potential top-K items
through the top-K part, we still insert the entire frequency of
these items into the count part. Considering that the estimation
error of sketches is often proportional to the total frequency of
inserted items, and the frequencies of the top-K items account
for the majority of the total frequency, reducing the frequency
of top-K items inserted into the count part can significantly
reduce the error. The key idea of the hot filtering version
is that, while identifying the top-K items using the top-K
part, most of the frequency of these potential top-K items
can be directly recorded in the top-K part, thus eliminating
the need to insert them into the count part. Secondly, the
number of items inserted into the count part also grows with
the data stream, causing the estimation error to grow as well.
The key idea of the early freezing version is that, instead of
querying the count part after the end of the data stream to get
the complete estimated frequency of the local top-K items, it
immediately queries the count part and records (freezes) the
result in the top-K part as soon as an item is recorded in the
top-K part, thereby reducing the error.

We show that the DA sketch is generic. Any replacement



strategy independent with the CMM sketch can be appliesf ;) = P E‘:‘l 1¢ et )= Ug 0 The global topK items are
to the DA sketch, and we choose folij [4], [16], [17], [34the K items with thevlarge'st requency.
as case studies. In the current version, we also propose a )
uni ed framework to describe the probability guarantees of To nd glpbal topK items, each data strea) uses the
different algorithms for nding top< items, and analyze ©PK algorithm to nd the sefli = Ugp,); S Ugipy) Of
the probability guarantees of the DA sketch using differefic@l topK items and their estimated frequenty,,, ). Each
replacement strategies for nding tdg-items. data strean®; reports the seffi and frequency of items to

To further enhance top-k faimess and the applicability a@cerétrNal machine. The central machine obtains the global set

technical depth of the DA sketch, we discuss their extensioHs™ i=1 Tis and then usek items with the largest estimated
from two aspects: frequency inU to form global topK items.

First, we investigate how to de ne toid—fairness in gen- De nition 3. (TopK -fairnesg Given an algorithm, for any
eral data streams; why existing unbiased algorithms canmiaita streantS;, let T; be the set of local topc frequent items
achieve fairness; and how to extend the DA sketch to genergported byS;. We call the algorithm a topk -fair algorithm
data stream settings to achieve fairness. if, for any itemug;y 2 T;, the following equation holds:
Second, we start with relative ranking to study a more . juq, 2T, =  fy+ ; wheref, andfy;

stringent de nition of topK -fairness — ranking-fairness. ;.o the real frequency and estimated frequency of itgm,

Using a ranking-fair algorithm, two items ‘_N_ith the S"?‘m(?espectively, and and are two constants independent of
true frequency each have an equal probability of having @, streams

higher estimated ranking.

Key Contributions: § We dene a new and important The existing research on fairness and equality mainly fo-

property: topK -fairness. We analyze it thoroughly and deriv&US€S on other areas. For example, the previous work in the
its sufcient condition. Additionally, we propose the DA eld of machine learning uses condition probability to de ne

sketch, an accurate, unbiased, and generic method, marl@ﬁ%upfairnesswhich requires that each decision has the same

the rst work to achieve tofK -fairness.- We provide a probability for members of different groups; the previous work

theoretical proof that the DA sketch achieves togfairess 1" the eld of recommendation system uses ratio to de ne
while maintaining high accuracy. Furthermore, we analyze t&nking faimesswhich requires that the attention received by
probability guarantees under different replacement strategRch Object is proportional to its relevance.

for identifying topK items.. We extend the DA sketch to Although these fairness concerns focus on different areas,
general data streams, demonstrating its signi cant advantad¥s €@n nd a commonality among thenthe evaluation of

in broader settings. We also enhance the sketch to Supp(gﬁerent individuals should depend on their intrinsic attributes
ranking-fairess and con rm that it achieves higher rankinfgther than their environmenOur de nition of tOP'K -faimess
correlation coef cientst Through extensive experiments, wePriginates from this common point as well: we want the

validate topK -faimess and show that the DA sketch achievei!ection of global top-k items to depend on their true fre-
signi cantly smaller errors compared to existing methods. duencies i(e, intrinsic attributeg rather than the statistical
characteristics of their local data streame.( environmerit

In fact, overestimated algorithms will make frequent items in
Il. BACKGROUND AND RELATED WORK small data streams be easily ignored, while underestimated
In this section, we provide formal de nitions of our prob-algorithms will make frequent items in large data streams be
lem and topK -fairness. We discuss the difference betweegasily ignored, as veri ed in Sectign VIJD. However, for top-
unbiasedness and tdp-fairness. K -fair algorithms, we can ensure that two items with the same
true frequency have the same expected estimated frequency
when listed as global tof- candidates. After discussing and
analyzing ranking fairness in Section V-B, we can even ensure
De nition 1. (Disjoint data streampGivenN data streams that these two items each have a 50% probability of having
Si; ;Sn, where S; = eiy;  €im;) contains a higher estimated frequency. Our algorithm achievesktep-
m; items, and each itemg;;, belongs to sety fairess with =1, =0, which, for an unbiased algorithm,
Ug: 1); ;Uin ) - N Data streams are disjoint i \U is equivalent toE fA(i'j yiug 2T =E (\(i_j y .
; for any two different data streant§ and S;. ' ' '

A. Formal De nitions and Preliminaries

Generally speaking, the settings of disjoint data streams ynpiasedness v.s. Tdp-fairness
require that one item cannot appear in multiple different Sketches [10], [11], [44]-[55] are a kind of probabilistic al-
data streams. Disjoint data streams are common in scenarios o . L
rithm which is often used to nd top- items due to its high

such as distributed storage systems and distributed netwdrk . :
. . . speed and small memory consumption. There are two kinds
management. In these scenarios, an item is often placed

only one device, and then only appears in one data strean? r&opK sketch algorithms, biased algorithm and unbiased
' algorithm. Biased tojx algorithms include SpaceSaving [17],

De nition 2. (Global topK itemg Given N disjoint data Frequent [34], HeavyGuardian [4], Randomized Admission

streamsS;, ,Sy,fordatastreans = e;1); i €im ) Policy [16], and etc [8], [9], [13], [14], [56]. Because all these

and item set);, we de ne that the frequency of iteuy; y 2 U;  biased algorithm's biases are highly related to the data streams,



they cannot achieve toi—faimess. Among all existing works, = 24t (Ui »2T i 1)) . WavingSketch [3] achieves
USS and WavingSketch [3] claim to be unbiased. However’Ljhbiasedneg;(uk;gs)ég)on the C sketch [15]. When an item's
should be noted that unbiased algorithms are not necessgfilimated frequency is large, WavingSketch uses the heavy part
topK -fair. We rst use USS as an example to discuss Why, record its ID and frequency. However, WavingSketch tends

an algorithm being unbiased does not imply that the algorithyg tayor recording the overestimated items in the heavy part,
is topK -fair, and further discuss its behavior in general data P T i . ithf .
rUg;j) iJT¢jy INncreases wit (i;j )» Meaning

streams. We will also discuss the relationship between dis 0|n%’ o
P ) 0. Moreover, the deviation depends on not only the

data streams and general data streams. We show the de nit}oﬁ distribuiti ¢ the data st but also th val
of unbiased algorithm. requency distribution of the data stream, but also the arriva

order of the items. Therefore, WavingSketch cannot achieve
De nition 4. (Unbiased algorithmy When nding local top- topK -fairness. In conclusion, no existing work achieves top-
K items in a single data strear8;, the topK algorithm K -fairness in the task of nding global tof- items.

maintains the estimated frequenty; y of each itemu; .

The algorithm is unbiased BU(i;j ) 2U;, E fA(i;j y = f(i;j ) C. The CMM Sketch

The CMM sketch [43] can provide an unbiased estimation
of items' frequency. Since we use the CMM sketch as a
topK -faimess and unbiasedness is that theKoffaimess has cOmPonent of our algorithm, we describe the data structure
an additional condition thati; , 2 T;. That is to say, we and operators of the CMM sketch in detail in this section.
only consider the behavior of an item;; , when it is listed Data Structure: A CMM sketch consists ofl arrays, each of

as a global togk candidate. Although USS is an unbiased/hich includesw countersA[i;j ] (16 i 6 d;16 j 6 w) and

algorithm, it estimates the frequency of all non-tapitems as 'S @ssociated with a hash functign( ). Each hash function
0ie E f/\(i'j iUy 62T =0, E f/\(i'j iy 2T = maps an item to a counter uniformly at random.

Insertion: Given an incoming itene, the CMM mapse to the

1) Case Study of USSThe main difference between our

Wi’)’z”: counterA[i; gi(e)] in each array and increments each of them
iij i
USS is an unbiased algorithm: (bgy 1 G bout itere. the CMM e th
o o _ B _ uery: Given a query about iters, the can give the
E fuy) =E fly)iue)62T Proug, 627 + overestimation and unbiased estimation of its frequency. The
E fiyiusiy 2T Prou. 2T =f. unbiased estimatioBynpiased (€) is given by the following for-
(i) ) YUy 2 T (ij) L (i) 18 Cor Y= Aflion 1 (N A Tira
USS is not a topK -fair algorithm: The ampli cation mufa. Lunbiased (1e,|) P 4 [i:gi(e)] w1 ( [|,g..(e)]).
coefcient = ——1 _ varies largely among data Cunbiased (€) = 3 iz Cunbiased (€;1) . WhereN s the

Prug; )2T1)
streams, so USS cannot achieve topgfairness.
Unfairness brought by USS in general data streams:

Taking USS as an example, we demonstrate why unbiased ) . THE DOUBLE-ANONYMOUS SKETCH
but topK -unfaimess sketch algorithms still fail in the !N this section, we propose the Double-Anonymous sketch.

context of general data streams. Consider an itenand We rst introduce double-anonymity, which is the key tech-
without loss of generality, assume it appears in the rdlidue to achieve toj-fairness. Then we introdudeot |-

m data streamsS;; S;: *S,. Whenu is considered a tering, a tricky technique that can keep the characteristic of
candidate for global topc, that is,u 2 U, it is reported as double-anonymity and raise the accuracy. Finally, we introduce
local topK by at least one of the local data streams. In oth&2'Y freezing, a technique that can further raise accuracy.
words, only whers; ; Sm all do not report itenu, then ) )

itis u 62 Yand in this caseE ), j u 62 U = 0. Therefore, /- The Basic Version

PN ¢ . De nition of double-anonymity: Suppose the estimation has
= ——Q__‘'u - . . .
we havek fyju2U T pruezry: Wherefu IS giready been unbiased, orsaif cient condition of topK -

the true frequency ofi, andf), is the estimated frequencyfairness is that the covariance of the result of nding tp-
of u. For USS f}, is the sum of the estimated frequenciegems and estimating frequency is 0. A more formal de nition
reported by each data stream. is shown in De nition 5. Achievingdouble-anonymity means
Relationship with Disjoint Data Streams: Through the for- that the algorithm meets this condition.
mula above, we can see thatmsincreases, the denominatory, iion 5. (Double-anonymity Given an algorithm, for

gradually approaches, and thusk fuju2U gradually single data strean$ and an itemu), let Ky be an
approaches . This means that for USS, when =1, that indicator indicating whether itenu.;, is selected as tof-

is, when itemu appears in only one unique data stream, thg,, ;) 2 Ty). We call the algorithm has double-anonymity if,

estimated frequency of the item is most affected by the d . _ LA

stream. Therefore, we believe that for algorithms without tops} any itemu ), Cov Ki; e =0.

K -fairness, disjoint data streams represent the scenario wheheorem 1. (Suf cient Condition) Given an algorithm, if it is

topK -unfairness is most severe. unbiased, i.e.E f'\(k;i) = f (i), then it being toK -fair?,
2) Extension to other unbiased algorithmdn fact, for any

unbiased algorithmE f/\(i;j yJU@jy2Ti = fiy+  and 2Here we only consider tol--fairess with =1 and =0

sum of the frequencies of all distinct items.



Fig. 2: A running example of the Hot Itering version of the Double-Anonymous sketch with RA Policy.

ie., E f"(k;i) jKi=1 = fu.), is equivalent to it having Insertion: We rst try inserting the incoming item into the top-
K part. If the replacement strategy thinks the item is frequent,
we record it in the tog< part. Otherwise, we insert it into the
count part. Given an incoming itere, we hash it into the
bucket B[h(e)]. For any case, we rst run theeplacement

E f'\(k;i) jKi=1 E(K;). Therefore, under the conditionstrategy of the Double-Anonymous sketch to nd the top-
K frequent items (we implement four strategies in Section
[1I-D for case study). Usually, the replacement strategyy

double-anonymity, i.eCov Ki;fixi) =0.

Proof. ExpandingE fli) Ki , we haveE fli) Ki =

of E f'\(k;i)h: f i) (unbiasedness),
i

E f'\(k;i) jKi=1 =fui) SpaceSaving) will nd the togk frequent items and keep their
h i ID in the topK part according to their strategy frequertcy.
hE fiiy Ki = E fiy E(Ki) To guarantee that the replacement strategy works properly,
[

the Double-Anonymous sketch rules that the ID and the
Cov Ki;fl\(k?i) =0 strategy frequency can only be changed by the replacement
In the above formulas, stands for equivalence. O strategy. Then we run thenbiased operationsof the Double-
The data structure of the basic version has two partsiAmonymous sketch to provide unbiased estimation forKop-
Randomized Admission Policy (RA) [16] as the tBppart jtems. The unbiased operations are following this principle: if
and a CMM sketch [43] as the count part. For an incominge incoming iteme is in the topK part at that time, we use
item e, e will be inserted into the RA and the CMM sketchthe topK part to record this increment. Otherwise, we use the
independently. To nd tofK items, we query the RA and count part to record this increment. There are three cases as
report the result. To query an itees frequency, we query follows.
the CMM sketch and report the result. Obviously, the basigase 1:eis in the buckeB[h(e)]. We incremene:C; by 1.
version is double-anonymous and achievesKogairness. Case 2:e is not in the bucketB[h(e)]. We inserte into
the count part: we usd other hash functiong (:) ::: dq(2)
B. The Hot Filtering Version to map item to[O;w 1], and increment thed coun-
Keeping the characteristic of double-anonymity, the héers A[1; gi(e)];:::A[d;gs(€)] by 1, which are called thel
ltering version aims to Iter the hot items, and only recordmapped counters
them in the topk part to remove the redundancy. We rstCase 3:An item eeic; is evicted by the replacement strategy.
use a topK part to classify and record hot items. Becaus@e increase thel mapped countersn the count part by
the topK part lters the hot items, only cold items will be €evict :Cr, i.e., the real frequency dfeic; before the eviction.
inserted into the count part, which makes the Hot lteringhis operation can transfer the frequencyegfi: from the
version accurate. topK part to the count part. Therefore, we would not lose the
Data Structure: As shown in Figure 2, the Double-frequency information o&eyict .
Anonymous sketch has two parts: a téppart and a count Identifying local top-K items: We traverse the
part. The topK part is an array of bucke®®[0;:::;M 1]. topK part of the DA sketch and collect all the
Each item will be hashed into a bucket usimg), a hash func- hitem e;strategy frequencgsi pairs from all buckets.
tion that maps each item §@; M 1] uniformly at random. We then sort all collected pairs lys. The K items with the
Each bucket has cells. Each cell records the information othighest strategy frequendys are selected as the local tép-
one item: the item ID (key), the strategy frequerCy, and items, forming the local tog« setT .
the real frequencyC,. The Cs is a counter used to decideEstimating frequencies of local topK items: For each
whether this item should be evicted according to differeselected local tofx iteme, part of its frequency is recorded in
replacement strategies. It is often biased, overestimated the true frequencg,, and the remaining part is recorded in the
or underestimated. Th€, is another counter used to recorccount part, which is the CMM sketch. Therefore, we query the
the number of appearances of this item after it was insert€dM for an unbiased estimat@piaseq Of the remaining part
into the topk part. The count part is a CMM sketch [43],of the frequency using its 1@, and takef' = C; + Cunbiased
which can provide an unbiased estimation. as the estimated frequency of itean



Fig. 3: The process after item, replaces iteme;: we immediately query the count part and obtain the current estimated
frequency ofe, as 26.6 using the CMM sketch's query method and record &figezing . When querying, the early freezing
version returns the estimated frequency as 57.6 based on the real freqireanyl the frozen frequendfreezing ; iN contrast,

the hot Itering version queries the CMM at this point and gets an estimated frequency of 4.6.

Identifying global top-K items: We obtain the local tofc¢ Randomized Replacement Strategy (RA) [16], Spacesaving
setT; reported by each local data stred@n along with the (SS) [17], Frequent (Freq) [34] and HeavyGuardian (HG) [4]
estimated frequend;’/\ of each local togk item in the set. The as case studies. For each strategy, we introduce how it works
K local topK items \gith the highest estimated frequencieand how to apply it in the DA sketch. Given an incoming item
f* (selected fromU = ~ T;) are chosen as the global tép- e, we rst hash it intoB[h(€)]. Then the strategies work as
items?3 follows. Suppose the item who$&, is smallest in the bucket
A running example: Figure 2 shows a running examplés eni, .

of Hot Itering version of the DA sketch with RandomizedRA Policy [16]: DS+RA (Double-Anonymous sketch with
Admission Policy. Notice that the process of nding tépand Randomized Admission Policy) runs the operation of RA rst.
estimating frequency are Double-Anonymous, information If e is in the bucket, we incremertC; by 1. If e is not in the
that may in uence their covariance is not shared between thdsgcket, we evicey,i, with the probability ofﬁ If the
two processes. In the perspective of nding tlip-1) To insert eviction successes, we recoedwith its Cs = emnin :Cs + 1.

ep, it successes, so we incremestCs by 1. 2) To insert DS+RAthen runs the unbiased operation of the DA sketch.
e, it evicts e; successfully (according to the Randomize&paceSaving (SS) [17]DS+SS(Double-Anonymous sketch
Admission Palicy, the chance of succesg%is 3:85%). Then with SpaceSaving) runs the operation of SS rstelis in the
we recorde, and makee,:Cs = 26. 3) To insertes, we nd bucket, we just incremer:C; by 1. If e is not in the bucket,
an empty cell, so we just recorey and makee3;:Cs = 1. we evictey,, and recorce with its Cs = eqin :Cs+1. DS+SS

In the perspective of estimating frequency, 1) To ins®rt then runs the unbiased operation of the DA sketch.

it successes, so we incremenitC, by 1. 2) To inserte;, Frequent (Freq) [34]: DS+Freq (Double-Anonymous sketch
it successes, so we malkeg:C, to 1. At the same timeg, with Frequent) runs the operation of Freq rst.dfis in the

is evicted, so we insem; 20 into the count partj.e, the bucket, we incremerg:Cs by 1. If e is not in the bucket, we
mapped counters in the CMM sketch are increased by 20.®)crement th€s of every item in this bucket by 1. If th€s

To insertes, we nd an empty cell, so we just recom} and of an itemeeyit iS decreased to 0, we eviet i and record

makee3:C, = 1. e with its C5 = 1. DS+Freqthen runs the unbiased operation
_ _ of the DA sketch.
C. The Early Freezing Version HeavyGardian (HG) [4]: DS+HG (Double-Anonymous

As shown in Figure 3, the early freezing version of the DAketch with HeavyGardian) runs the operation of HG rst.
sketch uses an additional frozen frequency couB¥gsezing Suppose the item whogg; is smallest in the bucket igyy -
in each cell of the topgc part. If a newly arrived itene is If e is in the bucket, we incremem:Cs by 1. If e is not in
not originally recorded in the tol- part but is decided to the bucket, we decrememt,, :Cs by 1 with a probability
be recorded under the replacement strategy used in the top1:08 emin ‘s |f ey, :Cs is decreased to 0, we eviegn
K part, we immediately query the count part to obtain aand inserte with its C; = 1. DS+HG then runs the unbiased
unbiased estimate of the current frequency of iteamd record operation of the DA sketch.
it in the frozen counteCrreezing - We further discuss the differences between these replace-
When querying the frequency of tdp- items, we use ment policies based on the experimental results in Section VI,
Cr + Cireezing instead ofC; + Cynpiased - Since the error and show that our algorithm is general. Specially, In Section
of the sketch in the count part increases with the number f-D, we show the degree of tol-unfairness of these four
inserted itemsCrreezing IS an earlier and lower-error versionreplacement policies, analyze how tepunfairness affects
of Cunbiased - their performance, and show that our DA sketch can indeed

make them top< -fair.
D. Using Different Replacement Policies

The DA sketch can be applied by any tép-algorithm g probability Guarantees for Finding Local Tdp-
(replacement strategy). We pick four classic topstrategies: Although the DA sketch is designed for global thp-

3We describe this process in Section II-A and reiterate it here. identi cation, its initial step is to precisely identify the local



topK within the local data stream, and then provide faiProof. For any positive integek, when the number of buckets
frequency estimates for these items. Therefore, it is crucialb is suf ciently large, the probability that no tok-item is
offer theoretical guarantees for the DA sketch in nding locamapped to this bucket sl -+ > 3 # . In this case, the

. M
top-k and to con gure parameters based on these theoretig’bected sum of frequenci€sof all non-topk items mapped
assurances. to this bucket satis es: p
. . o m ; s
In this section, we analyze the probability guarantees of Ef o= _izkn fi  izke1 (!
identifying local TopK frequent items using the DA sketch - |\% - '\Q
under various replacement strategies. To achieve this, we m +1 +1 1
rst generalize and formulate a uni ed representation of the 6 M X Sdx x Sdx
- ot : k 1
probability guarantees for existing Tdp- algorithms. After Kl s Kl s
examining the probability guarantee forms of several Top- 6 m (s 1)= m :
K algorithms, we dene arn(; 1 )-TopK algorithm as Ms 1 M 0
follows.

N ] Theorem 3. Given a data strean comprisingm items,
De nition 6. Given a data strean® = fei;; ;&mg COM- 4nd a DA sketch whose tdp-part contains M buck-
prising m items and a Togk algorithmA with  cells, where ets, each bucket containing cells, and employing an
each cell captures the information of an item. For any iterp. 1 )-TopK algorithm as the replacement strategy.
Ui, if its frequencyfi_> M then the probability of it being \wjithout loss of generality, assunfg > f, > . As-
ultimately recorded in one of the cells is at ledst . Under suming the frequencies follow a Zip an distribution with

these conditions, we categorize algoritimas an(; 1 )- parameters > 1, we can assert that the DA sketch

TopK algorithm.
P g isan %sup 3 (1 ) 1

For instance, both the SpaceSaving [17] and Frequent [Efél] algorithm> 0
algorithms arg1; 1)-Top-K algorithms, which means they are '

guaranteed to record items with a frequency exceein@®n Proof. For any iteme with frequencyf; > © ™, and
the other hand, the Unbiased SpaceSaving [6] algorithmtfge sum of the frequencidé\ of the other items mapped to
an(; 1 e )-TopK algorithm. Next, we extend the proofthe same bucket, we de ne conditio@ as: no other top-
approach presented in [57] to provide probability guaranteksitem is mapped to the same bucket as itemThen, let

( Yy O(M )s 1T -TOp'

for the DA sketch under both general frequency distributions = _° 0 M according to Lemma 1, we have
and Zip an frequency distributions. K 1s

: Pr > TjC 6 ——:
Theorem 2. Given a data streans = fe;; ;eng com- ' . ( ) ©
prising m items, and a DA sketch whose thgpart contains Thus, for any positive integedt, we have
M buckets, each bucket containing cells, and employing Pr f> T 6Pr f> T;C +Pr(:C)
an(; 1 )-TopK algorithm as the replacement strategy.

. . . . . K k 1 s
Without assuming any frequency distribution, we can assert 6 3 W Ty 1 +1:
hat the DA sketch i %1 1 -TopK . .
tlat t'tr? sketchlisan - ) ° ( ) -Top For simplicity of form, letk = M , iterating over all , we
algorithm. obtain
Proof. For any iteme with frequencyf; > © w— and the Pr>sup 3 1 ) 1 —
sum of the frequencidﬁof the other items mapped to the same >0 ( ) AM) 0
H . m

bucket, the eoxpected value Bfsatises:E < w - Then, Comparison of DS+USS and USSAs shown in Figure 4, we
letT = — 0 m-, according to Markov's inequality, compare the probability guarantees of USS and the DA sketch

we have:Pr f> T 6
(fi+f)

- When?* 6 T. we have using USS (DS+USS). For DS+USS, we set the parameters as
c o ’ =16 andM = 10°; for the Zip an distribution, we set its

fi > , which implies that the itene has at least a parameter as = 1:5. There are two points to explain.

1 probability of being ultimately recorded. That is, the In Theorem 2 and 3, for a given can take
probability Pr of item e being ultimately recorded satises: any value. Thus, for the probability guarantee of
Pr>pPr 6T (1 )> 1 — @) O DS+USS under general distributions, we present the curve

Lemma 1. Given a data strean$ comprisingm items, and % sup 1 —5- @ e ) ; the same logic
a DA sketch whose top-part containsM buckets, each

bucket containing cells. Without loss of generality, assume tion. For example, when®= 5, for general distribution, we

f? > f 2 > . Assuming the frequenues fo'r'nOV.V 2 Zpan e = 1:353 for Zip an distribution, we take =4:535
distribution with parameters > 1, i.e., f; = SOLE the and =0:0152

expected sum of frequenciés of all items mapped to a USS is an(; 1 e )-TopK algorithm. However, in
particular bucket satis es the following with a probability of the implementation of USS, each cell needs to record

atleast3 w:E f* 6 MK the item's key (4 bytes), frequency (4 bytes), and four

applies to the probability guarantee under Zip an distribu-



B. Proof of TopK -fairness

In this section, we prove that the DA sketch achieves top-
K -fairness. We rst give a lemma about the sketching process.

Lemma 2. Given a data strean®, and a sketching process

R = fsg.1y;  iSkm )9 for any itemu;y and any time
j, there is

froin) + Fsi) = Ty (1)

Fig. 4: Probability guarantees for DS+USS and USS in ndingPrOOf' Wben t|met_: 0, foi ar.ly ltem Uik there is
local topK items Tki0) = Tsgio) = Foir) = 05 SO there isfrg o) +

' fs(k;i;lo) = fwio: Supppse that nguathn 1 holdso for

pointers (32 bytes) [8], requiring a total of 40 bytes. In th@nY item Uq;) and any timet < t° At time t = t
implementation of DS+USS, if only considering the lookugccording to Section 1lI-B if eg) = Uiy, we insert

of local top-K, each cell only needs to record the key (#reauency fruiio 1y frito +1 intothe CMM sketch
bytes) andCs (4 bytes}, requiring only 8 bytes. Therefore, Of the count part, thust i o + fsaeii 9 = fagio 1 +
with the same memory, if DS+USS can usé cells, USS 1 = fito: If ki) 6 Uwi). we insert frequency
can only use™- cells. Hence, for USS, we present theft(kito 1) fr(kito into the CMM sketch of the count
cuve %1 e= part, thusfrgito + fswiro = fuite ny = fuinos

' Therefore, Equation 1 also holds for= t° so it holds for

Corollary 1. Given a data strean comprisingm items, any timel6 t6 my. _ 0
assuming the frequencies follow a Zip an distribution with Now we prove the following lemma holds for any replace-

parameters > 1, to maximize the probability of recording theMent policyP.

local topK frequent items in the DA sketch, we recommentmma 3. Given a data strean®y. For any itemu ), let
s ;

setting the number of cells per bucket te= =7 . fsokix ) be the estimate ofsix ) given by the count part,

Proof. According to Theorem 3, to maximize the probability@nd |et.f/\(k:i) = frim) * fsoim ) be the estimation of
guaranteePr, when the total number of celldd = N is (ki) given by the DA sketch. For any replacement pofty
xed, we should minimize——g=—. The derivative of this any sketching procesR, there isE f"(k;i) JR = fiy:

expression is:
p 0 S 1+ g ) Proof. According to Lemma 2, in the sketching procd®s

( OMsI - (  )eNs 1 IT(k;i;m o* Fsim o = Foim 7 Sincef iy = Froim o+
so(kiim «)» andf i ) is determined by sketching process
R, we Only need to prOVE fSO(k;i;m ) J R = fS(k;i;m k)
Recall that we use a CMM [43] sketch as the count part.
IV. MATHEMATICAL ANALYSIS Speci cally, assume that the count part usesounter arrays,

each of which hasv counters and is associated with a hash

Consequently, the optimal should be = ;. O

In this section, we analyze the behaviorafr hot ltering ,
; ; : nctiong ().
versionon a single data stream, and prove that it meets top- he indi q iabl indi heth
K -faimess. We then give some conclusions about the error of-€t the indicator random variablg;; ) indicates whether

the algorithm. We also discuss how to apply the proof proceds Utki) anda Ugg) are equal, thu®r g ) =1 =
to the%arly freezing version PRY P P e%: Let the random variableX )y be the value of the

g Uiy -th counter in thd-th array, thus we have

A. Preliminary fso%"; “b 0 Xk 111
We then de ne the statsg) of the Double-Anonymous :} @ @x(i;l) 1 @ fsim o Xl )AAA :
sketch on data streanSy at time t as Syy) = k=1 w1 =1
fSi1yr 1 Skn)® Wheresgii y = Mrin )i fsir)i-  According to the rules of CMM, we can obtain the conditional
In general, let 1 ;1 ) be the frequency of item; ) recorded expectation ofX iy , i.e., 0 1
in the topK part at timet, and letf g y be the frequency 1 X
of item i recorded in the count part at tinte In particular, E Xy IR = fsgim )+ — @ fsiim oA
if item u(;) is not recorded in the top- part at timej, let Wil ei
frit)=0. Using the linear property of expectation, we have
Given a data strean$y, let a sketching proces® be a E fsogeim ) IR = Fsim o)
sequence of states of the Double-Anonymous sketch at each h h O
time, i.e, R = TS(41):Sc2):  :Skm )9 The replacement 4 \ve prove that the DA sketch achieves batibiased-
policy P de(tgr;nmes the distribution of the sketching Processassand Double-anonymity, thus achieving topk -faimess.
ie,R P K ) -

Se(k;l) is de ned in Section II-A; in Section l1I-B, we simplifye(; ) to
4We do not consider the memory occupied ®y and Ctreezing e.



Theorem 4 (unbiasednesy Given a data streary. For any
replacement policy? and any itemu;, there is

E fiy = fui:

Proof. According to Lemma 3 and using the law of total
expectation, we h§<ve
E fl\(k;i) = E fl\(k;i)jR Pr(R) = f(iy:
R (a) P: SpaceSaving (b) P: RA Policy
O

] ) Fig. 5: Sample variances and their theoretical upper bounds.
Theorem 5 (Double-anonymity). Given a data strean®y.

For any replacement policP and any itemu., let K; be D. Analysis on Early Freezing

an indicator random variable indicating whether iteap;) By using theearly freezingoptimization, the DA sketch
is selected as top-, there is gives a more accurate item frequency estimatiggp,), =
Cov f/\(k;i); K; =0: frcim o) + Fsowir ), wheret; is the time when itemu.;)

is recorded in the top-K part. In particulas, = myg when
Proof. Because sketching proceRsdetermines whether item jtem Uki) is not recorded. On the one hand, following the
Ucki) is selected as top-K, aRt can be divided into two kinds: proof in Section IV-B and IV-C and replacirfgsogim ) With
R 2 Go makesK; =0, andR 2 G, makesK; = 1. Therefore, ., ), we can still prove the top--faimess and derive the

we eXDaHOE(f/\(k;i)Q) as follows: error bound; On the other hand, according to Lemma 5 shown
E f/\(k_i) Ki = E(f’\(k_i) KijR) Pr(R) below, we know that the variance b§oi; ;) is smaller than
' R2G , ' | that of f sok.i.m ) IN any sketching procesR, so we have

X Theorem 7.
= Pr(R)  fuiy = E(Ki) faiy:
R2G
Combined with unbiasedness, we have

Cov fiiyKi = E fuiy Ki E fluu) E(K)=0:
O

Lemma 5. Given a data strean®; and a sketching process
R = fsu1:  :Swm)g for any itemu;;y and any timg ,
there is

fsii 1 6 fseij )
Theorem 7. Given a data strean$, for any replacement
policy P and any itemu;y, we have

C. Error Bounds of Estimations Var fii) 6 Var f/\(k;i)

In this section, we give some theorems about the error _ o
bounds of estimations. The item frequencies which are iF- Experimental Veri cation

serted into the count part alsgcim,): i fs@neme- To verify the correctness of Lemma 4 and Theorem 7, we
According to lemma 2, they are less than or equal thow two kinds of variance bound. The CMM|§ketch itself pro-
faczmas  Faenicmos 1€ faey, 5 Faeny)- Based on yides a looseP -independent bound; iy R

this insight, we give the following lemmas and theoremgyhiie Lemma 4 offers a tighR-dependent bound. We use
which show that the DA sketch has tighter error bounds th@baceSaving and Randomized Admission Policy as the strat-
the sketches of CMM [43]. egy P, and vary the lengthwv of the count part. As shown in

Lemma 4. Given a data strearsy, for any replacement policy Figure 5, it is worth noting two points:. 1) The tig_ht pou_nds
P and any itenu), letf(;, be the unbiased estimation ofa"® extremely close to the sample variances, which indicates
f i) given by the DA sketch thgn we have our bounds are accurate. 2) Filtering hot items to reduce the

- 1 redundancy is bene cial to reduce variance, and the strategy
var £\ 6 1 @ 2 A - of nding top-K frequent items more accurately has a smaller
&KD" d w 1) Stkjm ) variance.

j=1

Whered andw are parameters of the count part (CMM). V. DISCUSSION

Theorem 6. Given a data strean®y, for any replacement o TopK -faimess for General Data Streams
policy P and any itemu), let ’r’\(k;i) be the unbiased

estimation off ;) given by the DA sketch,othen we have We focus on the problem of identifying global tép-items

1 in disjoint data streams, which dictates that an item appears in

pr . fo s 1 @Xk (2 A only one unique data stream. However, a more general scenario
(i) (ki) g w 1) S(kim «)" " in distributed data streams is where an item may be present
0’ =1 1 in multiple data streams. Thus, a question arises: how is top-

1 Xk K -fairness de ned in general data stredfds it possible to

- f2.
"o k;
d (W 1) =1 (ki) 6In general data streams, it is not required tbiat U =
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adapt the DA sketch, as proposed in this paper, to general data

streams? We thoroughly discuss and answer these questions in

this section.

Top-K -fairness in General Data StreamsRe ecting on our

method for nding global topK frequent items in distributed

data streams, we require each data str&no report a set

of local topK itemsT;. TQus, we obtain a candidate set for

global top-K itemsU = iN=1 T;. Different algorithms can

provide an estimated frequendy for each candidate item Fig 6: Case studies of two distributions. The second case is
u 2 U in various ways. Togk -fairness demands that for anysairer in terms of ranking.

itemu 2 U, f, = fu+ ,where and are constants

consistent across all items. ranking. We attempt to de ne the following ranking-fairness,
Using DA sketch for Finding Global Top-K : For each local 5 stricter form of topK -fairness.

data streantS;, we use a DA sketch to nd the local top-

K, and form a sefl; based on the frequency of items in thde nition 7. (Ranking-fairnesg Given any two data stream
topK part. However, beyond reportir§, we also need to S;; and S;,, and any two itemsu,;,) and Ug,;,), if
report the entire DA sketch, referred to Bs. Then, on the fi,;,) T (i,;,), thenfor any monotonically non-decreasing
central server, we rst generate the candidatel$eFor each fungfiong, it holds that ; h i

item u in the setU, we go through the\ local DA sketches E g f’\(il;jl) f’\(iz;jz) E g f’\(iz;jz) f’\(il;jl)

Di, and query the unbiased estimated frequeﬁqy) of u

in the data strean$; using the method described in Section |ntuitively, we hope after CalCU|atinC§\(il;jl) f’\(iz;jz),

IlI-B7, summingpthese query results to obtain its estimateggardless of the standagdused to judge this difference, the

N H . . .
frequencyfy =~ [, f(u)- Then, we can consider thé central analyzer will be more inclined to chodg, ;,, over
itemsu with the largest estimated frequencfgsas the global i) Additionally, ranking-faimess implies the following
topK frequent items. properties:

Brief Proof of Top-K -fairness: First, let's revisit two impor-

tant properties of the DA sketcB;: E f/\(i;u)jUZTi = Let g(x) = leo, then it can be deduced that

it fiy fi,i,, then Pr i i,y > fli;
(iz5j1) (i25j2) (i13j1) (25 2)

fiuy and E fliyyju62T = f(u); where the former P f,\l ' S £ o o o

represents double anonymity and the latter directly results ' @ (zi2) (i) _

from the combination of double anonymity and unbiasedness._'-et 9(x) = leo, then it can be deduced that

Therefore, for the data strea®, if u appears ir§; andu 2 T;, it fay = fasga. then Profiy > iy,

thenE f(y) = f(uy; if U appearsirS; andu 62T, then . fl\(iz;jz) S f/\(il:jl) =05,

E f; = f.yy) as well; if u does not appear i§;, then
(i) (i) PP ' Let g(x) = X, then it can be deduced thEt[’r'\(i;j vl =

E fiw) = 0; thus, we haveE fuju2u = f,. This faj)+ . This indicates that ranking-fairness is a stricter
satis es topK fairness with =1 and =0. version of topK -fairness.

The proofs of the rst two properties are obvious, and here
we provide the proof for the last property.

In Section Ill, we discussed in detail the tép-fairness Proof. We rst setg(x) = x; = 1, and nd two items
in frequency estimation. In this section, we delve deepg{il;jl) andug, ,) such thatf i,y = f(,;,), we then can

B. TopK -fairness for Rankings

into the fairness of the process of obtaining global kKop- obtain h i h |
items through ranking. During the ranking process, when E f"(i i f"(i i) E (\(i i2) f'\(i i
comparing the estimated frequencies of two items, not only the hor R i m

mathematical expectation of the estimated frequency affects ) E i,  E flisin) -
fairness, but its distribution also impacts fairness. As shown . h !
in Figure &, in case 1, even through both distributions havamiary.
the same expectation, there is more than a $0b@nce that we Caﬂ concludeE fl\(il;jl) = E fl\(iz;jz) . This indicates
a value from orange distribution is larger than a value from !
the blue distribution during comparison; whereas in casetf
this probability is exactly 50%. Therefore, we can say tha f’\(i;j) =h fg, .
the comparisons in case 2 are fairer than those in case 1. OI(I
course, we need a more formalized de nition of fairness undg,(l

h i
we also haveE f’i\(il;jl) = f’\fiz;jz) , therefore

%tE fi'\(i;j y can be considered a function bf;; ), that is,

ext, we proof thah f;;, is a linear function. We nd
o items u(il:j 1) and u(i1;j 1? s_atisfyingf (ivj1) = f (i2;j2)
"Note that even if itemu does not appear in data stredn, it can stil then thyough @ procesg, similar to the above, we can ob-

obtain a non-zerg e_stim_ateq frequerfgy, ) through thg sk.etc!ﬁ)i . tain E f/\(il;j D = E f/\(iz;j 2) that is, h f(il;j ) =
8The orange distribution iX N (4; 10), the blue distribution in case 1 _ . . .
isY (2 ;2), and in case 2, the blue distributionZs N (4;5). h f i, = h fg,, . Consider the arbitrariness of

%Pr(X>Y ) 0:525> 0:5Pr(X>Z )=0:5. f(i,i,), we haven f 5y = h fg;) . By differentiating
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both sides of this equation, we can get results with state-of-the-art tag- sketching algorithms: Fre-

@hf gy _ hO f . = RO, . = @h fg) quent [34], SpaceSaving [17], Unbiased SpaceSaving (USS)
@fij) - @) = @y = @fi; ) [6] and WavingSketch (Waving) [3]. Our source code is
Due to the arbitrariness, we kndW f i, is a constant func- Publicly available at Github [58].
tion, which meansi® f;;, = , thus we haveh fj, = 2) Datasets We use three real-world datasets and one
fij) + ! ! synthetic dataset. The details are shown below: 1) The

Suf cient Condition: After de ning ranking-fairness, a ques- 1race Datase{CAIDA) [41] consists of streams of anonymous
tion arises: what kind of algorithms satisfy ranking-fairess® traces collected by CAIDA in 2016. Each item is identi ed
We have identied a sufcient condition, namely thahe DY its 13-byte "5-Tuple”. We use the rst 20M items. 2) The
distribution of estimated frequencies of items given by tiY¥eb Page Datasgb9] is built from a collection of web pages

algorithm is symmetric with respect to their true frequencie§ownloaded from the website. Each item is 4 bytes long. 3)
i f - # . The Network Datasef60] consists of users' posting history on
e, Profaj)y >fay+ = Profa) <fa - We - -
. . the StackExchange website. 4) We gener&athetic Dataset
brie y summarize its proof. . . o .
T following the Zip-f distribution [42]. Each dataset contains
Proof. If the distributions off(;,;,) and f(i,;,) are both : D
. oo U 22 32M items, and each item is 4 bytes long. Here we use the
symmetric, then the distribution of = f; ;) (i232)

) . generated dataset with skewne@é-
is also symmetricj.e, F(E(X)+ x) =1 F(E(X) x);

; . L ) 3) Metrics:
whereF (x) is the cumulative distribution function (CDF). If : R it B
E(X) > 0.ie. fyyy Ty O theng(x+ E(x))  Aerage Relatve Brior (ARE): 15 oz i, where
g(x E(X)) > 0; and 7 7 f; is the ground truth frequency of item, f; is its estimated

frequency, and is the query set.

E(9(X))  E(aC X) = g(x)dF(x) 9C X)dF(X) " F1 score: ZCE,RTPRR, where PR (Precision rate) represents

z the proportion of the correctly selected items among all the
= (gx+ E(X) gx EMX))dF(x+E(x) O selected items, an@R (Recall rate) represents the proportion

1 of the correctly selected items among all the real kojtems.

Symmetric Distribution Version of DA Sketch: We only Throughput: The number of operations (insertions) in million
need to replace the count part of the DA sketch with theer second (Mops). It indicates the overall speed of insertion.
C sketch [15], an unbiased courting sketch that providéero Error Rate: The proportion of items selected by our
symmetric distribution of estimated frequencies, to make tisetch whose estimated frequency is guaranteed to be exactly
estimated frequency distribution of DA sketch symmetric arfle same as its ground truth frequency.
thus achieving ranking-fairness. The data structure of the Relative Bias: This metric is used in sgction VI-D. For the

sketch is completely identical to the CMM sketch, except th@cal sketchi, the relative bias is de ned”’zifj, where

each array of counters is also associated with a hash functig,. se of jtems that local sketeheturns as the local tols-
hi(), which maps each item uniformly and randomly tc?t ms
(fi\T )\ fj

f 1;1g. During insertion, the C sketch increments the mapp ' i
counterA[i; gi(e)] by hi(e). For querying, the C sketch use call on Aggregation: jit Ti\T gji
the medianmedianfh;(e)A[L g (8)]; ;ha(€)A[d: gu(e)]g where T denotes the set of global tdp-items, T denotes
of the d mapped counters as the unbiased estimated valuethe set ofpredictedglobal topK  items (after aggregation),
Analysis: Proving thatthe distribution of the estimated fre-and Ti denotes the selected local tép-items from sketchi.
quencies for any itene in the DA sketch with C sketch is 4) Common SettingsLet Mem denote the total amount of
symmetricis trivial: in any given sketching proces®, the Mmemory allocated to the sketchdé, k denote the amount
randomness of the estimated frequency of iteris entirely Of memory allocated to the toii- part for the DA sketchK
derived from the C sketch, hence its frequency distribution §¢note that we query the tdp-frequent items, and denotes
symmetric. Thus, considering all possilig the distribution the number of cells in each bucket of the tdppart. For the
of e's estimated frequency remains symmetric about its trA sketch, we set =8, =t = 0:55. For DA sketch, the
frequency. We have empirically validated in Section VI-F thatize of count part's buckets is set to Bebytes®. All other
the DA sketch with C sketch outperforms the DA sketch witRarameters of the baseline t&p-algorithms are set according
CMM sketch under several ranking-related metrics. to the recommendations of their authors.

for local sketchi,

V1. EXPERIMENTAL RESULTS B. Experiments on Local Toig-

A. Experimental setup _ Experimental Settings In this experiment, we use the CAIDA
1) Implementation We have implemented the DA sketChyataset. We se = 1000, and range the memory size from
and all other algorithms in C++. We apply four replacementookB to 500KB for all sketches to see how different sketches

strategies to the DA sketch: Randomized Admission Poli@érform in different amounts of memory.
(RA) [16], SpaceSaving (SS) [17], Frequent (Freq) [34] andRE (Figure 7(a)): Results show that our approach achieves

HeavyGuardian (HG) [4]. We nd that applying RA Policy much more accurate estimation thanks to the hot Itering and
yields the best results; therefore, we mainly demonstrate the

experimental results of DA sketch + RA. We also compare our'®For the basic version, the size of count part's buckets is set toliyges.
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(a) CAIDA: ARE (b) CAIDA: F1 Score (c) Zero Error Rate (d) ARE of three versions
Fig. 7: Performance of nding local tof- items.

(a) CAIDA: ARE (b) Webpage: ARE (c) Net: ARE (d) Synthesis: ARE

(e) CAIDA: F1 Score () Webpage: F1 Score (g) Net: F1 Score (h) Synthesis: F1 Score
Fig. 8: Performance of nding global tol- items.

early freezing technique. Whéiem = 100KB, our approach C. Experiments on Global Toig- with Same Sizes across
is around500-1000 times more accurate than USS, SS, anbifferent Data Streams

Frequent and arourisD-100times more accurate than Waving. o o o )
Application Description: In a distributed scenario, there are

F1 Score (Figure[7(b)) When applying RA to our approach,N data streamsS;; ;Sy. Data streamS; contains m;

the DA sketch achieves suf ciently high F1 Score ©5%) items. Each data stream is measured by a sketch on one
even when memory is extremely tight. This is because for theachine. Memory sizes of all the sk%ches on different data
DA sketch, local togK items' selection is determined by onlystreams are set the same. We der®te iN:l Si. In different

the replacement policy, and RA itself is accurate in selectirggenarios, the skewness of the size distribution across different
local topK items. In contrast, Frequent, USS, and SS adata streams could be small or large. Werset= r jSj, and
much more inaccurate in nding tol§- items. The discussion m; = N1 7iSj;i 2, wherer Ni represents the skewness of
will be further elaborated in sectidn VI}C. the size distribution across different data streams. We denote

S; as a heavy stream, and other data streams as light streams.

Zero Error Rate (Figure [(c)): We demonstrate the pro-|, this subsection, we focus on the case when the sizes of
portion of items of which we are con dent that frequencyﬂiﬁerent data streams are the same. r = L

estimation error is guaranteed to be 0 (as denoted by z N

N
¥ berimental settings We use all the four datasets mentioned

error rate). We could determine this beca@eezing = 0 P 9

indicates that such item has never been evicted from the Top-

in [VI-AZ] for our experiments. There are in totdl = 10
K ¢ th hout th Th its sh that ta streams, and we seld€t = 1000 global topK items.
part throughout the process. The results show thal Q. o ocate the same amount of memory for each sketch on

approach. ach|eyes a zero error rate greater #G# when different machines, and the total memory size for khes 10
memory is as tight ad00KB, and greater thary2% when ertches in total ranges frofd0KB to 500KB

Mem = 500KB. The results suggest that for the majority o . ,

items, our algorithm could tell W%[%OO%COH dence tha![ the)gr Q;Iize\(/glgr:{lihe;r@)é \t/xim nsrigﬁa;r?ugspg'gg? dca?t:gjet
estimated frequencies are perfectly accurate. whenMem = 100KB, ARE of our approach is 3 orders of
Comparison between the three versions (Figurg 7({)We magnitude times lower than Frequent, USS, SS, @htmes

nd that both the hot ltering and early freezing signi cantly lower than Waving. We observe similar results on the other
improve the accuracy of our unbiased frequency estimatidhree datasets.

On average, the nal version — the early freezing version 81 Score (Figure 8(e) - 8(h)) Results show that in this
approximately 66 times more accurate than the rst version -seenario, our approach could achieve a high F1 Score on both
the basic version and approximately 10 times more accural@asets even wheévem is small. WherMem = 100KB, the

than the second version — the hot Itering version. F1 Score of our approach is greater ttfe90n both datasets,
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while the F1 Score of Frequent, USS, and SS is lower th&xperimental Settings We setN = 100, K = 1000, and
60%on the Webpage dataset and lower td8foon the rest of vary the skewness from 0:01 to 0:5. In order to eliminate
the datasets. We also nd that our approach achieves a slighthe effects of selecting local tdg-itself on the performance of
better F1 Score than Waving . nding global topK , we adjust the memory sizes for different
Throughput (Table 1): Our approach achieves higher omlgorithms so that they could store exactly the same number
comparable throughput compared with prior art. Speci callyf local topK candidates. For Frequent, SS, and USS, we
the throughput of our approach is on aver&y9, 2:89 and use 40KB; for HG, RA, Waving, and DA sketch, we use
3:15 times higher than Frequent, USS, and SS respectivdgKB. We use the synthetic dataset with skewn8=which
over the four datasets, and is comparable with Waving. s relatively low in skewness, to better demonstrate the concept
of "top-K -fairness”.

CAIDA | Webpage| Net | Synthesis
Frequent (300KB) 5.3 6.2 45 5.1 2) Overall Performance & TopK -fairness
USS (300KB) 5.4 6.9 5.3 5.7 F1 Score (Figure 9(a) and 9(e))Results show that when
SS (300KB) 5.9 6.4 4.8 47 skewness increases, our F1 Score degradation is much slower
Waving (300KB) 14.8 212 | 134| 168 than all the prior art. Speci cally, when skewness= 0:5,
Ours + RA (300KB)| 14.9 255 | 127] 156 Ours + Frequent achieves F1 Score73%, while Frequent

TABLE I: Throughput (Mops) of nding topK frequentitems. itself only achieves F1 Score 48% Ours + SS achieves F1
Analysis: 1) Our approach is accurate in frequency estimatidscore 72% while SS itself only achieves F1 Score31%

on global topK items. Prior works, like Frequent, USS, andurs + RA achieves F1 Score 98%, while RA itself only

SS tend to provide highly underestimated or overestimatadhieves F1 Score 83% Ours + HG achieves F1 Score
frequency estimation, so their frequency estimation tends t095%, while HG itself only achieves F1 Score 76% F1

be signi cantly inaccurate. 2) F1 Score of our approach iScore of Waving Sketch and USS 62%, 30% respectively,
mainly determined by the tol- replacement strategy, andwhich is also signi cantly lower than that of our approach.
when applying RA replacement strategy, the DA sketch couRklative Bias on TopK items (Figure 9(b) and 9(f)) Results
achieve a high F1 Score. F1 Score of Frequent, USS, asitbw that SS, USS and Waving tend to provide overestimated
SS is signi cantly lower than our approach since all of therfrequency. For these algorithms, items in heavy machines
use the Stream Summary [17], which consumes more memaayd to be overestimated much more than light machines,
to store one item than our approach, and those strategiesthe global tog< selector tends to favor items in heavy
are not as accurate as the RA. 3) Both our approach amdchines. Similarly, Frequent, RA, and HG tend to provide
Waving sketch use bucket-array data structure, which is caclhederestimated frequency, and items in heavy machines tend to
friendly and requires fewer memory access, resulting in highie¢ underestimated much more, so the globalKoelector
insertion throughput. For Frequent, USS, and SS, frequaehds to favor items in light machines. More detailed recall
pointer operations would lead to cache misses, making ttetes on aggregation are shown in Section 5.4.3.

insertion much slower. Analysis: 1) One of the desired properties that tiépfairness
brings is that the F1 Score of tdf-fair algorithms, like our

DA sketch, tends to be higher than t&p-unfair algorithms.

For example, for SS and USS, local tBpeandidates in heavy
machines tend to be highly overestimated, so even if an item
1) Experimental Setup is low in real frequency, its estimated frequency is still high

In this subsection, we focus on the case when the sigrough to be falsely selected as a global KopWith items in
distribution is highly skewed. We show why tdp-fairness is heavy machines falsely selected as global Koptems and
important in nding global topK items in this scenario. We items in light machines ignored, the F1 Scores of SS and
compare our results with four biased algorithms: Frequent, S$$S become unacceptably low when skewness is large. 2) The
HG, and RA, and two unbiased algorithms: USS, and Wavindegree of toK -unfairness of algorithms is often negatively
F1 Scoreis used to demonstrate the overall performanceslated to their F1 scores. Speci cally, the t&p-unfairness
Relative biasis used to demonstrate the t&p-fairness of our of SS, USS, and Frequent is very signi cant, so their F1
approach and the toli—unfairness of prior art. Consideringscores are lower than other algorithms. Although Waving,
the global topK aggregation: before that, sketctproposes RA, and HG are also top--unfair, their topK -unfairness is
several local togk candidates, and some of them are reatlatively slight, so they have higher F1 scores. For Kop-
global topK . Among those real global told- proposed by fair algorithms, the accuracy of the replacement policy they
sketchi, only a proportion of them are selected as global topse determines their performance, so Ours+RA and Ours+HG
K. Recall on aggregation which refers to the proportion have the highest F1 scores. 3) Our approach is generic: we can
mentioned above, is used to demonstrate thekiefairness makeanytop-K algorithm topK -fair simply by applying the
of the global topK selector on aggregation. Speci cally, weDA sketch to this togK algorithm. Meanwhile, the F1 Score
use this metric to answer our questiodses the global top- is also much improved. Speci cally, for Frequent and SS with
K selector favors items from heavy machines or from liglsigni cant topK -unfairness, DA sketch can improve their F1
machines, or is the global tol§--fair so that it selects global scores by up to 25.5% and 42.5%; and for RA and HG with
topK items solely based only on their real frequency. slight topK -unfairness, DA sketch can still improve their F1

D. Experiments on Top--fairness with Highly Skewed Data
Streams' Sizes
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(a) Overall Performance: F1 Score (b) TopK -fairness: Relative Bias (c) Recall on Aggregation of light (d) Recall on Aggregation of heavy
machines machines

(e) Overall Performance: F1 Score (f) Top-K -fairness: Relative Bias (g) Recall on Aggregation of light (h) Recall on Aggregation of heavy

machines machines
Fig. 9: Performance and fairness for nding global tipitems comparing our approaches with baseline algorithms.
scores by 15.0% and 19.8%. machine, the sketch size on the heavy machine is set to be 10

3) Recall on Aggregation times as large as that on the light machine.

Recall on Aggregation (Figure 9(c) - 9(d) and 9(g) - 9(h)) DA sketch v.s. weighted algorithms (Figure 10) We
For light machines, we nd that Recall on Aggregation of overcompare weighted USS, weighted Waving, and weighted
estimation algorithms, like SS, USS, and Waving, decreadegrs+RA. As shown in Figure 10(b), for weighted USS and
fast asr increases, while that of other algorithms keeps atvéeighted Waving, their overestimation on heavy machines
high level ( 90%). Conversely, for heavy machines, Recalis reduced, but their overestimation on light machines is
on Aggregation of underestimation algorithms like Frequersigni cantly increased. This is due to the non-linear rela-
RA, and HG, decreases asncreases, while other algorithmstionship between their overestimation and the size of the
remain  90% It can be concluded that for overestimatiorflata stream. However, as shown in Figures 10(a), 10(c), and
algorithms, it is more dif cult for items in light machines 10(d), weighting can indeed improve the performance of USS
to be selected as global tdp-items; for underestimation and Waving, especially when the distribution is particularly
algorithms, it is more dif cult for items in heavy machinesskewed. Speci cally, whem = 0:5, the F1 score of weighted
to be selected as global tdp-items. USS is 57.9%, that of weighted Waving is 96.4%, and that of
Analysis. TopK -fairness is determined by the bias of freweighted Ours+RA is 99.0%.
quency estimation. For overestimation sketches like SS, US$A sketch v.s. sampling algorithms (Figure 11) We com-
and Waving, many local tof- candidates from light machinespare with the sampling algorithms using different sampling
that are supposed to become global kKopgtems would actu- rates and different global data structures on global Kop-
ally be evicted during aggregation. It can be concluded théélectors. The sampling rate we default to ensures that the
the global topK selector favors items from heavy machinesamount of data transmitted to the global analyzer from all
Conversely, for underestimation sketches like Frequent, RAachines is equal to the total memory usage of the Ours+RA
and HG, global tofk selector tends to favors items fromsketch data structures on all machines. For example, a sam-
light machines. We argue that tép-unfair aggregation is pling rate ofp = 0:04 would transfer 3.2MB of data, whereas
unacceptable since the global tip-selector should not be using a 32KB Ours+RA sketch would require a total memory
partial to items from any machine. of 100 32KB = 3:2MB. The label 5 ” indicates that

4) Other Baseline Algorithms we have used a sampling rate that is ve times the default
Comparison algorithms. We compare two other baselinevalue. “Sampling+Precise” indicates that we use a precise data
algorithms designed for skewed data streams: algorithms bagggcture, such as a hash table, on the global analyzer to count
on global sampling and algorithms based on weighting. Felobal frequency information and nd global tdg-elements;
sampling algorithms, we use the same sampling rate for ea§i®@MPpling+RA’ means we use an RA sketch on the global
data stream to sample items and send them to the global t8palyzer to nd global toK elements. The experimental
K selector. On the global told- selector, we use sketch oresults show that higher sampling rate means higher accuracy,
directly use deterministic data structuresg, maps) to nd but the performance of the sampling algorithm usirsg ™
global topK items in the sampled data stream. For Weighte%ampling rate and precise global data structure is still inferior
algorithms, we maintain sketch of different sizes on differe#® Ours+RA.
machines according to the number of items contained in tAmalysis. For the two comparison algorithms, the sampling
data stream. Speci cally, if the data stream on the heawajgorithms are topk -fair, and the weighted algorithms can
machine contains 10 times as many items as that on the ligideed improve the performance. However, our algorithm still
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(a) Overall Performance: F1 Score (b) TopK -fairness: Relative Bias (c) Recall on Aggregation of light (d) Recall on Aggregation of heavy
machines machines

Fig. 10: Performance and fairness of weighted algorithms for nding globaktopems.
using Ours+RA in practice. 2) However, although Ours+Freq
and Ours+SS are slightly inferior in accuracy, Freq and SS are
famous for their formal and comprehensive error theories and
error bounds. Bene ting from their theories, we suggest that
Ours+Freq and Ours+SS should be considered in scenarios
where exact error guarantees are required.

(a) F1 Score (b) ARE F. Experiments on Ranking Fairness

Fig. 11: Comparisons between the sampling approach and oul this section, we verify the impact on ranking fairness
approach. after replacing the CMM sketch [43] used in the counting
shows its superiority over the two algorithms. In additiorPart of the DA sketch with the C sketch [15]. To measure
there is another arti cial weighted algorithm: manually corredi@nking fairness, we introduce two different rank correlation
the overestimation or underestimation of reportediojtems ~coef cients:

from different data streams. On the one hand, this algorithm iskendall's  rank correlation coef cient: = "if2. Where

dif cult to practice, and on the other hand, it cannot achieve
the exact tofK -fairness.

n, and n, are the numbers of concordant 2and discordant
pairs, respectively, in the global tdp-set T reported by
the algorithm. A concordant pahu;; ;i refers tof; > f;

E. Experiments on Parameter Settings andf; > f; orf; < f} andf; <f;, while a discordant pair
In order to nd the optimal parameter settings, we conduct refers to otherwise.

experiments on nding local topc items and vary and speam%an‘s rank corFr>e-_Ia_tion coef cient:

M,\‘A"”eimK to see how AAE, ARE, F1 Score and Throughput  _ i r)sis) - 4 6 1T g2 Where 1. is
- (ri )z — ~ n(nZ 1) * ) I

chanh?e. We setiem to be 100KB, to range fromi to 64, the true rankag of itermu;, ands; Is the ranking of item

o] K . .
and =& 1o range from0:05 to 0:95. u; in the global topk set T reported by the algorithm,

Varying  (Figure 12(@Jt12(b)) We nd that, as in- oo 0 O

creases from 1 to 64, ARE of Our+RA and Ours+SS rst e o

decreases when grows from1 to 8 and then remains steady. Ve Vary the skewness of distributed data streams on syn-
For Ours+HG and Ours+Freq, ARE keeps roughly steadhyet'c datasets, CAIDA dataset;, and Weppage dqtasets, and
However, as increases, the throughput of all DA sketc ssess the and rank correlation coef cients of different

applications drops severely. Therefore in practice, we Choo%lggorlthms. It car_1 be observed that the rank correlation coef-
= 8 as the best setting. cient of all algorithms decreases as the skewness of the data

. .

Varying MK (Fj urehm-lz d)) We nd that F1 scores Siréam increases.
yng oo -( g (. n) : Kgndall‘s coef cient (Figure 13(a), 13(e), 13(g)):For

grow as—2-* increases, since F1 scores are only determm% .

em Mo« urs+CMM and Ours+C, we can see that theoef cients of

by the topK part. However, we nd that wherze— b . . )
. oth algorithms consistently exceed 0.9; when the skewness of
0:55, growth rate of F1 scores becomes $igwBesides, dort ! y e " "

) . - e data stream is 0.5, thecoef cient of Ours+C is higher
Ours+HG and Ours+RA reach their respective minimal AR
. an that of Ours+CMM by 1.58%, 2.57%, and 1.65% on
score whenee_ 0:55, while Ours+Freq and Ours+SS y 0 > 0

. Mem Moo « _ ) the three datasets respectively; although this number is small,
reach their minimal ARE whe 0:75. In practice, taking the Webpage dataset as an examplicreased from

Mem
Mo k — (- - : .
we choose=2—* = 0:55 as the default parameter setting. 0.958 to 0.974, and the number of discordant pairs decreased

Analysis: 1) Among the four replacement policies, Ours+RAy 38.7%.
and Ours+HG often have higher performance than Ours+Frégearman's  coef cient (Figure 13(b), 13(f), 13(h)): For
and Ours+SS. Speci cally, Ours+RA has more advantages diirs+CMM and Ours+C, we can see that theoef cients of
F1 score, while Ours+HG has more advantages in ARE. COihth algorithms consistently exceed 0.95; when the skewness
sidering that Ours+RA has higher throughput, we recommegel the data stream is 0.5, the coef cient of Ours+C is
1n addition, in this experimenfylem = 100KB is tight, and if Mem higher than that of Ours+CMM by 1.32%, 0.94%, and 1.89%

becomes larger, growth of F1 scores contributed%&—gm K will become ON the th_ree datasets respectively; although this number is
more negligible. small, taking the Webpage dataset as an exampiecreased
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a) Varying : ARE b) Varying : Throughput iy Mo . iy Mo .

(@) Varying (b) Varying ghp (c) Varying =X ARE (d) Varying =2_X_: F1 Score
Fig. 12: Experiments on different parameter settingsid M,\‘,f”emK ) of Double-Anonymous Sketch.

(a) Synthesis: Kendall's (b) Synthesis: Spearman's (c) Synthesis: F1 Score (d) Synthesis: ARE

(e) CAIDA: Kendall's (f) CAIDA: Spearman's (g) Webpage: Kendall's (h) Webpage: Spearman's

Fig. 13: Performance of ranking fairness.

from 0.971 to 0.989, and the sum of squared rank differencdistributed data streams, the F1 scores and Kendaltsef-
decreased by 63.4%. cients of algorithms like Waving, SS, and USS signi cantly
An interesting phenomenon is that on the Webpage datastcrease, while ours+C and ours+CMM consistently maintain
the and coefcients of Waving are even the highestscores and coef cients close to 100%. An interesting nding
which is because Waving is based on the C sketch [15] aisdthat the scores and coef cients of Frequent also remain
naturally bene ts from the symmetric distribution of frequencylmost unchanged. We believe this is because, in the design of
estimates. the Frequent algorithm, the underestimation of the frequencies
F1 Score and ARE (Figure 13(c), 13(d)):It can be seen of local topK items is almost proportional to the scale of
that the ARE of Ours+C and Ours+CMM does not show the data stream, and the global ti§pitems generally appear
signi cant difference, but the F1 score of Ours+C is highen all data streams. Therefore, under the experimental setup,
than that of Ours+CMM; we believe this is because Ours+fle underestimation of the frequencies of the global Kop-
achieves better ranking fairness, thus being able to m®endidates is proportional to the overall scale of the data
accurately identify the global Top-K items. As for othestream and is almost independent of the skewness among the
comparison algorithms, their F1 score trends are consistéigtributed data streams, leading to the almost unchanged F1
with those in Figures 9(a) and 9(e). scores and Kendall's coef cients for the Frequent algorithm.
Variation of Parameters and M (Figure 15): As in-
creases, the F1 score improves signi cantly before stabilizing,
while the ARE decreases substantially and then stabilizes.
In this section, we demonstrate that the DA sketch stiWhenM increases, we reduce the memory allocated to the
exhibits better performance under general distributed dat@unt part to maintain constant total memory. It can be
stream settings. We construct general data streams bageserved that the performance of the DA sketch deteriorates
on synthetic datasets: for each item each occurrence is whenM is either too small or too large. The variation in the
uniformly and randomly assigned to one of the = 100 F1 score is not entirely consistent with Figure 12(d), as nding
data streams. In this setup, the number of distinct items tire global topk depends more heavily on accurate frequency
each data stream is larger compared to disjoint data streaggimation than identifying the local tdg-
Therefore, we allocate 160KB of memory to SS, USS, and
Frequent, while the other algorithms use 60KB of memory. VII. CONCLUSION
F1 Score and Kendall's (Figure 14): As shown in Figure In this paper, we propose the Double-Anonymous sketch,
14, when we gradually increase the skewness among thkich is the rst work that achieves tol--fairness of global

G. Experiments on General Data Streams
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